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Introduction

This document explains how to install NeoExec Professional on your computer.
NeoExec Professional consists of two components:

1. NeoExec Professional Administrative Console (NAC).
2. NeoExec Professional kernel driver

The NAC is a Windows application that allows you to create and edit NeoExec
configuration files. A configuration file contains the list of applications that you wish
your users to run with elevated privileges. Such applications are known as privileged
applications. The configuration file needs to be deployed to each workstation where
the NeoExec kernel driver will parse it and apply the policies contained therein.

Setting up NeoExec is straightforward and consist in setting up the NeoExec®
Administrative Console on your computer and deploying the NeoExec Professional
kernel driver on the computers you want to execute privileged applications.



Installing NeoExec® Administrative
Console

This section explains how to install and uninstall the NeoExec® Administrative
Console.

The NeoExec® Administrative Console setup uses Microsoft Windows Installer to
install the NAC on Windows 2000 and Windows XP. NeoExec Professional does not

support Windows 2000 Server and the driver will refuse to start.

Please note that the setup for NeoExec® Administrative Console needs only be
installed on the administrators' computer.

System Requirements
Windows 2000 Professional, any service pack

Windows XP Professional, any service pack

Installation

Step 1

Log on with administrative privileges and close all programs running on the
computer.

Step 2

To begin the installation navigate to where the NeoExec® Administrative Console
setup files are located.

Double click on NeoExec Professional Administrative Console.msi to launch the
installer. A series of screens will be displayed, beginning with the welcome dialog.



i NeoExec Professional Administrative Console - InstallShield Wizard E|

Welcome to the InstallShield Wizard for
NeoExec Professional Administrative Console

The Installshigld{R) Wizard will install MeoExec Professional
Adminiskrative Console on your computer, To continue, click,
Mexk.

WARMIMNG: This program is prokected by copyright law and
international kreaties.

Mext = ] [ Cancel |

Click "Next" to continue.



Step 3

The Release Notes are displayed.

|§J MeoExec Professional Administrative Console - InstallShield Wizard

Release Motes

®

These are the latest release notes Far this version of the product. ‘

NeoExec Professional
Version 1.0

Copyright (¢) 2003-2004 by NeoValens
A1l Rights Reserwved

NeoExec iz an operating system extension that allows
setting group membership and privileges at the

application lewvel rather than at the user level. 3S3uch
rhanmmes are made as the Aannlicatinn 1=

lannrherd and are

= Back ] Mext = [ Cancel

Read the Release Notes thoroughly. They may contain updated information which

didn’t make it into this guide. Use the scroll bars to read all of the text, and then click
on Next to continue.



Step 4

The License Agreement is displayed.

i@ NeoExec Professional Administrative Console - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully,

Y
LICENSE AGREEMENT
Thiszs License Agreement [(“Lgreement™) states the

terms and conditions upon which NeoWValens 3.4,
[“NeoValens™) offers to license the NeoExec Professional
- zoftware with which this Agreement is distributed (the
“Software™) . This ALgreewment legally binds you and
NeoValens, whose contact information is:

bt

{(*)T accept the terms in the license agreement:

(7)1 do not accept the terms in the license agreement

[ < Back ][ Mext = J [ Zancel ]

Copyright and international treaties protect the NeoExec® software. Read the license
agreement carefully, and providing you agree with its terms, click on "I accept the
terms in the license agreement". Click Next to continue.

If you do not agree with the terms, click on "I do not accept the terms in the license
agreement". Setup will terminate without installing the NeoExec® Administrative

Console.



Step 5

The next screen shows the features available.

i@ NeoExec Professional Administrative Console - InstallShield Wizard

Custom Setup

Seleck the program feakures wou want installed.

Click on an icon in the list below to change how a Feature is installed,

Feature Description

= Administrative Console

This feature requires S44KE an
wour hard drive,

Install bo:

F:\Program Files\MNeaoValensiMeoExec Prob

[ Help ] [ Space ] [ < Back ][ Mexk = ] [ Cancel ]

In this step you need to specify where to install the the NeoExec® Administrative
Console. The default destination path is \Program Files\NeoValens\NeoExec Pro\.

To change the location, click on Change... to browse the system. Navigate to the
desired location and click OK, or click Cancel to return to the default destination path.

Click Next to continue with the installation.



Step 6

You are now ready to begin installation. You can change any of the installation
settings by clicking Back. Otherwise, click Install to begin installation.

i MeoExec Professional Administrative Console - InstallShield Wizard B|
Ready to Install the Program \ ‘
The wizard is ready to beqgin installation, : ‘

Click Install to begin the installation,

If vwou wank to review or change any of wour installation settings, click Back. Click Cancel to
et the wizard,

< Back. ][_ Inskall i [ Cancel




Step 7

The next screen shows the progress of the installation.

i@ NeoExec Professional Administrative Console - InstallShield Wi...

Installing NeoExec Professional Administrative Console

The program features wou selected are being installed.

Please wait while the InstallShield Wizard installs MeoExec Professional
Administrative Console, This may take several minutes,

Skatus:

[------------------------------------------ ]

= Back Mewxt = Zancel




Step 8

Finally once the installation is complete the following screen is displayed.

i MeoExec Professional Administrative Console - InstallShield Wizard E|

Installshield Wizard Completed

The InstallShield Wizard has successfully installed NeoExec
Professional Administrative Console, Click Finish to exit the
wizard,

ack || Finish i

Click Finish to exit the installation program.

There is no need to reboot.

Shortcuts

Once the installation is successfully completed, you should be able to access the
NeoExec® Administrative Console from the Start -> Programs -> NeoExec
Professional -> Administrative Console shortcut.



Uninstalling the NeoExec® Administrative Console

At any time after installing NeoExec® Administrative Console you can uninstall it
from your computer. To uninstall NeoExec you must log on with administrative
privileges.

To uninstall NeoExec® Administrative Console go to Start -> Settings -> Control
Panel and select Add or Remove Programs.

Select NeoExec® Administrative Console and click Change/Remove.

A series of prompts will be displayed to confirm that you want to remove the
application from your computer.

Add or, Remove Programs

i 9 Are you sure wou wank to remove MeoExec Professional Administrative Console From
\qj wour computer?

Click on Yes to uninstall.

A progress bar will be displayed as the program is uninstalled.

MeoExec Professional Administrative Console

G athering required infarmatiorn. ..

Once this has completed the NeoExec® Administrative Console has been removed
from your computer.

There is no need to reboot.



Installing the NeoExec Professional
kernel driver

This section explains how to install and uninstall the NeoExec® Professional kernel
driver.

The NeoExec® software uses Microsoft Windows Installer to install NeoExec®
Professional on Windows 2000 professional and Windows XP Professional.

System Requirements

Windows 2000 Professional, any service pack

Windows XP Professional, any service pack

Installation

Step 1

Log on with administrative privileges and close all programs running on the
computer.



Step 2

To begin the installation navigate to where the NeoExec® Professional setup files are
located.

Double click on NeoExec Professional kernel driver.msi to launch the installer. A
series of screens will be displayed, beginning with the welcome dialog.

i@ NeoExec Professional Driver - InstallShield Wizard

X

Welcome to the InstallShield Wizard for
MeoExec Professional Driver

The InstallShield{R}) \Wizard will install MeoExec Prafessional
Drriver on wour computer, To continue, click Mext,

WWARMIMG: This program is prokected by copyright lav and
inkernational treaties,

< Back L Mext» | [ Cancel

Click Next to continue.



Step 3

The Release Notes are displayed.

|§J MeoExec Professional Driver - InstallShield Wizard
Release Motes

These are the latest release notes Far this version of the product.

NeoExec Professional
Version 1.0

Copyright (¢) 2003-2004 by NeoValens
A1l Rights Reserwved

NeoExec iz an operating system extension that allows
setting group membership and privileges at the

application lewvel rather than at the user level. 3S3uch
rhanmmes are made as the Aannlicatinn 1=

lannrherd and are

= Back ] Mext = [ Cancel

Read the Release Notes thoroughly. They may contain updated information which

didn’t make it into this guide. Use the scroll bars to read all of the text, and then click
on Next to continue.



Step 4

The License Agreement is displayed.

i'r:!;'J MeoExec Professional Driver - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

LICENSE AGREEMENT

This License Agreement [(™Agreement™) =states the
terms and conditions upon which NeoWValens 3.4,
[“NeoWValens™) offers to license the NeoExec Professional
- software with which this Agreement is distributed (the
“Joftware™) . Thizs Agreement legally binds you and
NeoValens, whose contact information is:

(%31 accept the terms in the license agreement;

(7)1 do nat accept the terms in the license agreement

< Back ” Mexk = ] [ Cancel

Copyright and international treaties protect the NeoExec® software. Read the license
agreement carefully, and providing you agree with its terms, click on "I accept the
terms in the license agreement". Click Next to continue.

If you do not agree with the terms, click on "I do not accept the terms in the license
agreement". Setup will terminate without installing NeoExec® Professional.



Step 5

You are now ready to begin installation. You can change any of the installation
settings by clicking Back. Otherwise, click Install to begin installation.

|.§J MeoExec Professional Driver - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko beqin installation.

Click. Install to begin the installation.

If you wank ko review or change any of your installation settings, click Back. Click Cancel to
ek the wizard,

= Back ]| Install i [ Cancel

The setup will copy the driver file neoexec.sys to the \SystemRoo\System32\Drivers
directory. It will also create a directory called Neo under \SystemRoof\System32\
which will hold the NeoExec® configuration and license files.



Step 6

The next screen shows the progress of the installation.

i@ NeoExec Professional Driver - InstallShield Wizard

Installing NeoExec Professional Driver

The program Features vou selected are being installed.

Please wait while the InstallShield Wizard installs MeoExec Professional
Driver. This may take several minukes,

Skatus:

[----------------------------------------

= Back Mext =

Cancel




Step 7

Once the installation is complete the following screen is displayed.

]

|.§J MeoExec Professional Driver - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed NeoExec
Professional Driver. Click Finish to exit the wizard.

< Back . Finish Zancel

Click Finish to exit the installation program.

There is no need to reboot.

After Installation

Once the setup has completed you need to create a configuration file in order to use
the NeoExec® Professional software. This is done by means of the NeoExec®
Administrative Console.

The resulting file neoexec.cfg must be deployed to each target computer. The
neoexec.cfg file must be copied to the Neo directory, where NeoExec will
automatically pick it up. NeoExec® monitors the directory for changes every 30
seconds.

For more information on creating configuration files refer to the NeoExec
Professional Administration Guide.




Trial mode

Without the license file, NeoExec® Professional will start in Trial mode. NeoExec®
Professional can be used for evaluation purposes for up to thirty days, after which the
product will be disabled unless a valid license file is supplied.



Uninstalling the NeoExec® Professional kernel driver

At any time after installing the NeoExec® Professional kernel driver you can uninstall
it from your computer. To uninstall NeoExec you must log on with administrative
privileges.

To uninstall NeoExec® Professional go to Start -> Settings -> Control Panel and
select Add or Remove Programs.

Select NeoExec® Professional 1.0 kernel driver and click Change/Remove.

A series of prompts will be displayed to confirm that you want to remove the
application from your computer.

Add or, Remoye Programs

:gj Are vou sure you wank ko remove NeoExec Professional Driver From wour computer?

Click on Yes to uninstall.

A progress bar will be displayed as the program is uninstalled.

MeokExec Professional Driver

Once this has completed, NeoExec® Professional kernel driver has been removed
from your computer.

The final screen informs you that you need to reboot your system in order for the
uninstall to take effect. You can chose to do this now, or at a later date.



MNeokxec Professional Driver

You must restart pour system for the configuration
changes made to MeoE xec Profezsional Driver to
take effect. Click Y'es to restart now or Mo if pou plan
to restart later.

[ ves || No




