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1.1

Introduction

b Welcome to the Passwordstate User Manual.

This Manual will provide instructions for the basic usage of Passwordstate, as well as more
detailed instructions for settings and permissions as they relate to Password Lists.

Getting Started - Glossary

Before getting into the detail of this manual, it is recommended you first read the brief glossary
so you are aware of some of the terms used throughout this manual - Glossary.

Getting Started - New Users

If you are new to Passwordstate, please study the Quick Start Tutorials to familiarize yourself with
the basics.

Glossary

Please become familiar with the following Passwordstate glossary, as a knowledge of each of the
definitions will be useful in understanding the rest of the content in this manual.

Definition Description

List Administrator Actions A drop-down list of actions (functions) applicable to each
Password List, and accessible by Password List Administrators

Password A secret word of phrase that must be used to gain access to
somethingi.e. IT infrastructure, business system, secure web site,
etc

Password List A collection of related passwords

Password List Administrator A registered user of the system who has been granted
'‘administrator' permissions to a Password List - allowing them to
control settings, permissions, run various reports, etc.

Password List Template A template for a collection of related passwords, whose settings
can be used as a basis for creating new Password Lists, or linked to
existing Password Lists.

Shared Password List A collection of related passwords which can be shared amongst
multiple users

Private Password List A collection or related passwords which are only visible to the
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user who created the Private Password List

Password Folder A collection of related Password Lists

Navigation Menu The horizontal menu system visible at the bottom of the screen
i.e. Passwords, Generator, Auditing, Preferences, Administration
and Help

Navigation Tree The tree-structure visible on the left-hand side of Passwordstate
interface which shows all the Password Lists and Folders you have
access to

Security Administrator A registered user of the system who has elevated privileges,

allowing them to administer various system wide settings

Actions Toolbar A number of buttons/controls visible at the bottom of each of the
Passwords grids.

Add | Import | Documents | Permalink | Grid Layout Actions.. ™ | List Administrator Actions... b

1.2 Quick Start Tutorials

The following is a few quick tips to get you familiar with the Passwordstate interface, and some of
the features it offers.

Organizing Password Lists Navigation Tree

You can organize the Password Lists Navigation Tree, displayed on the left hand side of
Passwordstate, by simply dragging and dropping the tree nodes. Any changes you make to how
the tree structure appears, will automatically be saved and displayed the same next time you use
Passwordstate.

If you want a tree node to be displayed at the root of the navigation tree, simple drag and drop
onto the highlighted 'Passwords Home' node you see in this picture.

& rossords ome

™) Canon Printers
4 [ Customers
4 | Customer's A
gl SCCM
4 |3 Customer's B
& Network Monitaring
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m
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Navigation Menu Actions

At the bottom of the screen, you will see a 'Passwords' Menu Item. From here you can select
multiple sub menu items which allow you to create new Password Lists/Folders, request access to
passwords, and manage your Password List Templates.

Note: Some of these actions may be disabled by your Security Administrators of Passwordstate.
X
Passwords

P4 Passwords Home
W Add Folder

Add Private Password List
Add Shared Password List
Administer Bulk Permissions
Expiring Passwords Calendar

Password List Templates

FRREZTOO

Request Access to Passwords
=z Toggle All Password List Visibility

Passwords~ Generator Auditin

Grid Actions Drop-down Menus

On the majority of the grids which you will see, there is a little Green graphic which you can click
on to provide various actions. With the image to the left, this is the available actions for
individual passwords.

Note: Some of the actions may be disabled depending on some site wide settings, or on your own
access rights.
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Actions | Title

0 Andromeda = ¢
@ view & Compare History of Changes (23]
* Toggle Favorite Status
2. view Individual Password Permissions ()]
Copy or Move to Different Password List
) Copy or Email Password Permalink
Y Filter Recent Activity on this Record
Expire Password MNow

Ad &) view Documents (0) "
@ Delete

Password List Administrator Actions

At the bottom of each of the Passwords grids, you may see a 'List Administrator Actions' drop-
down list as per the image to the left. From this drop-down you are able to administer
permissions and edit details for the Password List, as well as various types of reporting.

Note: This drop down list will not be available to you if you only have Read or Modify access to
the Password List.

List Administrator Actions...

List Administrator Actions...

Password List Actions

2 view Password List Permissions

T View Recycle Bin

T

i =r

Bulk Update Passwords s
Edit Password List Details -

r

i
¢ @O Save Password List as Template

., € Delete Password List

m-
Bt

(4] Standard Permissions Report

|
]

H

. (s] Enumerated Permissions Report _
9 (s] Password Strength Report B
® (&) Al Passwords Report e
3 (s] All Password History Report B
9 (&) AD Synchronization Report 5
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Quick Navigation for Password Lists

If you have a many Password Lists you need to manage, the Quick Navigation search box makes it
easy to search and automatically select the correct Password List - it will even search nodes which
are collapsed and not visible.

Resizing the Navigation Tree Pane

You can re-size the Navigation Tree pane by simply dragging the following re-size divider.

" Resizing the Navigation Pane is also automatically saved for the next time you use
Passwordstate.

View or Copy Password to Clipboard

Within each of the Password Grids, you can quickly view a Password by clicking on the masked

password (******) or you can copy to the clipboard by clicking on the icon.

Both of these actions will add an audit event record.

Password and Password List Permissions

Permissions can be applied for individual User Accounts, or Security Groups (either a Local
Security Group, or an Active Directory Security Group). The following types of permissions are
possible:

® Password Lists:
o View: Can only view the passwords
o Modify: View access, plus edit and delete passwords
o Administrator: Modify access, plus administer permissions and make changes to the
Password List
¢ |ndividual Passwords:
o View: Can only view the password
o Modify: View access, plus edit and delete password

Searching for Passwords

© 2013 Click Studios (SA) Pty Ltd
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You can search for one or more Passwords by using the Search box at the top of each page - see
image below. This search box will search all text based fields within the Password Listi.e. it won't
search numeric, Boolean or date fields.

You can also quickly generate a new random Password, by clicking on the E icon.

E

Resetting Number of Rows in Grids

You can reset the number of rows displayed in grids by selecting the appropriate option in the
drop-down combo-box.

Grid Layout Actions... ¥

On the main 'Passwords' or 'Passwords Home' pages, any number of rows can be specified for the

grids by specifying the appropriate value in the screen Options ¥ 4pag,

Screen Options

. . Screen Options
For the main 'Passwords' or 'Passwords Home' pages, ensure you click on the ' i’

button, as this will provide you multiple options for configuring how the screen looks and
behaves.

Note: Some of these options may be disabled as your Security Administrators of Passwordstate
can specify some of these settings for you.

Reordering and Resizing Grid Columns

All the grids displayed in Passwordstate can have their columns reordered by dragging them left
and right, and the columns can be re-sized.

Once you have the grids displaying just how you like, ensure you select 'Save Grid Layout' from
the drop-down combo-box, so your settings are retained for future use.
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2

| Grid Layout Actions... ¥ |

Generate a Random Password

Anywhere you see the followingicon @, clicking on this icon will generate a random password
based on the settings you have specified eitherin the 'Password Generator' area, or for the
settings specific to the Password List you are viewing.

Preferences

By clicking on the 'Preferences' Menu Item at the bottom of the screen, you can specify multiple
settings which are specific to your account. In particular:

1. Your default home page
2. Various email options

3. Various setting for passwords
4. Any additional authentication options

Preferences

Passwords Menu

The "Passwords Menu" at the bottom of the screen is where you will spend the majority of your
time in Passwordstate, as this is where you access all the Shared and Private Password Lists.
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The following is a list of menu options available, of which some may be disabled by your
Passwordstate Security Administrators:

Menu Item

Passwords Home

Add Folder

Add Private Password List

Add Shared Password List

Administer Bulk Permissions

Expiring Passwords Calendar

Password List Templates

Request Access to Passwords

Toggle All Password List Visibility

2.1 Passwords Home

Description

Clicking on Passwords Home will display whatever
Password List, or Folder, you have selected as being your
default Home Page in the Preferences area

Allows you to add a new Folder, for organizing a group of
related Password Lists

Allows you to create a new Private Password List, which is
only visible to you - even Security Administrators of
Password List are not aware of the existence of any
Private Password Lists

Allows you to create a new Shared Password List, which
can be shared with other users in Passwordstate

Allows you to assign permissions to multiple Password
Lists at once, for either user accounts in Passwordstate, or
security groups

The Expiring Passwords Calendar shows you a calendar
style view of passwords who have their 'Expiry Date'field
set. You can navigate back and forth either by day, week or
month

Password List Templates allow you to create a 'template’
of settings and permissions, which can be used when
either creating/editing a Password List settings, or you can
link Password Lists to a Template, and then manage all the
settings for multiple Password Lists from the one
Template

Allows you to request access to either a Password List, ora
single password within a Password List

This feature will show all Password Lists and Folders in the
navigation tree, regardless of whether you have access or
not. Items will be highlighted in Red if you do not have
access, and clicking on them will allow you to request
access

Clicking on Passwords Home will display whatever Password List, or Folder, you have selected as
being your default Home Page in the Preferences area.

It is this menu option where you will spend most of your time in Passwordstate, and is the default
menu option when you first browse to the site.
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21.2

Navigation Tree

The Passwords Navigation Tree is used to access all of the Password List you have been given
access to, and itis used to logically group related Password Lists and Folders. The only Folders and
Password Lists visible in this panel are the ones you have been given access to.

Some of the features of the Navigation Tree are:

® The Quick Navigation textbox allows you to quickly
@ FEESIG S E ST search for the desired Password List or folder, and can be

Navigation - Passwords useful if you have many Password Lists and Folders
displayed
® Clicking on a Folder will display a screen to the right
which allows you to perform the following for all nested
B4 Passwards Home Password Lists beneath this folder:
= Canon Printers ® Search for passwords in any of the nested
4 |7 Customers Password Lists
4 |3 Customer's A ® Shows your 'tagged' favorite passwords for any of
= Oracle Database Tier the nested Password Lists
ol SCCM ® Show audited graphs for all of the nested Password
b |7 Customer's B Lists
4 I Customers C ® Clicking on a Password List will display a screen on the
9 Stealhead Appliances right which shows all the passwords in the selected
» 2 ISP Accounts Password List. Note: not all passwords for the selected
TBM My Private Passwords2 Password List may be displayed, as it's possible you may
“ J have been given access to individual passwords within
# Private List the Password Lists, instead of the entire Password List
B Solarwinds Eminentware Support * Itis possible to drag-n-drop the Folders and Password
& Testad Lists around in the Navigation Tree, although the default
&Y Windows Accourts settings only allows users who are Administrators of the
© wkstn Administrator Folders and Password Lists to do this

® The view/structure you see in the Navigation Tree is

the view all users who have been give access will see - it's
a shared view. The only time it will look different is if they haven't been given access to all of
the Folders Password List in the tree structure you see

® Re-organizing items in the Navigation Tree will generate email alerts to other users who have
the same access

Passwords Home and Folders

Clicking on the Passwords Home icon, or on a Password Folder will display the screen below. This
screen will either be a filtered view of all Password Lists you have access to (Passwords Home
icon), or just the Password Lists nested below the Password Folder you selected.

™ Note: Some of these features detailed below may be hidden or disabled for you, depending
on your access rights, and what settings have been applied to the various Password Lists you have
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access to.

On this screen you can:

® Generate a single random password by clicking on the B icon

Search for Passwords

e View your tagged Favorite Passwords

View statistics

Customize the screen by clicking on the Screen Options button

® Manager various Folder settings by clicking on the Folder Options button - only available when

you click on a Folder and have Admin rights to the Folder, not when you click in Passwords

Home

You can edit/view a password by clicking on the hyperlink in the Title column

® You can view a password on the screen by clicking the masked ******* (the speed at which the
password is again hidden can be control by your Security Administrators)

You can copy a password to the clipboard by clicking on the icon (if using Internet Explorer,
the clipboard can be cleared after a set time, which is set by your Security Administrators)
You can perform various Password Actions by selecting the appropriate menu option from the
Actions drop-down menu o

() Passwordstate veo wid coz0) Adive Users (1)

Navigation - Passwords Passwords Mark Sandford (halox\msand) e

B ) screen options »

3 WAN Routers
4 1 Customers C
5 stealhead Appliances
4 (3 15P Accounts
£ Corporate ISP Accounts
28 Optus ISP Account's
& Optus ISP Account's 2
£ Web Sites
TN My Private Passwords2
4 [ My Private PLs
2 Brivate List
[l Solarwinds Eminentware Support
2 Testad
A windows Aceounts
@ wkstn Administrator

I Password Statistics - All Password Lists
16000

12000
2000

4000

Jul 2012 Aug 2012 Sep 2012 0ct2012

2.1.2.1 Screen Options

Nov 2012

I
Dec2012

Jan 2013 Feb 2012 War 2013

m AllUsers Events m Wy Events

Passwords Generator Auditing Preferences Administration Help

Apr 2013

2] sql
23] passwords Home | # Search Results - All Password Lists * Favorite Passwords - All Password Lists
@ Canon Printers Adtions  Title password Password Strength Actions | Tile Password Password Strength
“ & Customers o W blankpassword % d J kP © B eaarecord *
4 | Customer's A
© @ omsqor T —— e d Kok ok © 2 Andromeda asssirinis e d Kok ok
= Oracle Database Tier
1wl SCCM O Ay sqacout o dok © [ blankpassword Hhhkk
4 & Customers s o @ sqla * (-] S devaccount3>2 @y e o i Yok W
€5 LAN Switches o B s * © 2 Dan o ek
© Network Monitoring © @ sapeszes®m e * © o umiEg e ok e
& Servers (-] [ sqlaccount1 * Q & Hercules 'S & 8 & 4
12 saL server a » pagelof2 ftem 110 7 of 13 1] > pagelof2 tem 1to 7 of 14

Tay 2013 Jun 2012

Screen Options allows you to specify various settings for how you would like to see the grids and
charts displayed on the screen.

Please note that some of these settings may be set by your Security Administrator(s) of
Passwordstate, and if so the controls will be disabled. You will see an icon like ':..', and message
telling you if this is the case.
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Search Results Tab

The Search Results tab allows you to select which columns are visible when searching for
Passwords. For small screen resolutions, it is recommended you only select a minimum number
of columns to display is possible.

Please review each of the tabs below, and customize the Passwords Home Page as required.

search results favorite passwords number of records grid paging style statistics

Please specify which columns you would like displayed on this screen for 'Search Results'.

~ | Please Note: It's possible to search for values in Generic Fields

[ Tree Path here, but it's not possible to display the columns as each
reera Password List can have different Field Types for these columns.
[[JUser Name

[] Descriptien
[[J Account Type

[JURL

Password
Password Strength
[T Fymine Nate

Cancel | Save

Favorite Passwords Tab

The Favorite Passwords tab allows you to select which columns you want displayed for the
Passwords you have tagged as your favorites. You can also choose to hide the Favorites Passwords
grid here, which provides more screen real-estate for the search results if required.

Please review each of the tabs below, and customize the Passwords Home Page as required.

favorite passwords number of records grid paging style statistics

Please specify which columns you would like displayed on this screen for 'Favorite Passwords'.

A [ Hide Favorite Passwords on this screen,
[ Tree Path Please Note: As each Password List can have different Field
[]User Name Types for Generic Fields, it's not possible to show these columns
] Description in the Favorite Passwords grid.
[[] Account Type
[JUrL
[+] Passwerd

Password Strength

Cancel | Sawve
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Number of Records Tab

The Number of Records tab simply allows you to specify how many records you would like
displayed on the Search Results and Favorite Passwords grids, before the 'paging' controls will be
displayed.

Please review each of the tabs below, and customize the Passwords Home Page as required.

search results favorite passwords number of records grid paging style statistics

Please specify the number of Records to display on the screen for the Search Results and Favorite Passwords.

Number of records per page:
7

Note: specifying 0 will display all records, but can slow down page rendering significantly if you have many
records to display.

Cancel | Save

Grid Paging Style Tab

The Grid Paging Style tab allows you to choose one of three different types of 'Paging' styles,
which will be used when there are more records returned than the grids are set to display.

Please review each of the tabs below, and customize the Passwords Home Page as required.

search results favorite passwords number of records grid paging style

Please select which Paging style you would like to use for the Search Results and Favourite Passwords Grids -
The pagers will appear in the footer of the grid.

(O Next Previous Buttons @ Slider O Numeric Pages

Mext Previous Buttons Slider Mumeric
Changepage: 1« » M N | » 2 3456 7 8 9 10
Cancel | Save
Statistics Tab

© 2013 Click Studios (SA) Pty Ltd



16 Passwordstate User Manual

The Statistics tab allows you to either hide or show the statistics graph on the page, and which
style and color of graph you would like to be displayed.

Please review each of the tabs below, and customize the Passwords Home Page as required.

search results favorite passwords number of records grid paging style statistics

You can choose to show or hide the Passwords Statistics Chart, as well as change the type of chart, whether the
data is 'stacked', and the colar theme.

Show the Statistics Chart
Choose the Graph Type: ® area O Line O Bar
Stack the data points on top of each other: ®yes O o

Choose Color Theme : | Blue Opal -

Cancel | Sawve

2.1.2.2 Folder Options

Folder Options allows you to edit various settings related to the selected Password Folder, as
well as various features for permissions and cloning the folder.

W Edit Password Folder

To edit the Password Folder details, please make appropriate changes and click on the 'Save' button.

Mote: If you delete this Password Folder, all nested Password Lists and Folders will still be available to users who have been granted access.

folder details

Please specify appropriate details below for the Password Folder, then click on the Save Button.

Folder Name * |Customers |

Description * |Cust0mers |

Prevent Non-Admin users from Dragging and Dropping this Password Folder in the Navigation Tree

[J manage permissions manually for this folder (do not inherit from nested Password Lists)

Return to Password Folder | View Password Folder Permissions | Clone Folder | Delete | Save

Folder Details Tab

© 2013 Click Studios (SA) Pty Ltd
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On the Folder Details tab you can:

® Specify the Name and Description for the folder

® Choose to prevent users with non-admin rights from dragging-and-dropping the folder in the
Navigation Tree

® Manage permissions for the folder manually - by default, permissions are generally applied to
the Password Lists themselves, as this is where all the sensitive data lives. If a Password List is
nested beneath a Folder, as the permissions are applied/changed to the Password List, the
changes are propagated upwards to any Folders above it (propagation upwards only occurs on
Folders, not other Password Lists). If you choose to manage permissions on Folders manually,
then the propagation just spoken of will not occur - this may cause more work applying
permissions.

View Password Folder Permissions

By clicking on the 'View Password Folder Permissions' button, you will be able to see what
permissions are applied to the folder. If you have chosen to manage permission manually for the
Folder, various actions will also be available from the 'Actions' drop-down menu next to each of
the records.

Note: The Expires column is only used if managing permissions manually for a Folder. If
permissions are set to inherit from Password Lists nested beneath the folder, the Expires value
will not be propagated.

2 Password Folder Permissions
Listed below are all the permissions applied to the selected Password Folder.

Note: Guest access is only applied via nested Password Lists - you can not apply it manually to a Password Folder.

LI Customer's A & User Account Local Security Group = Active Directory Security Group
Actions  User or Security Group Guest View Modify Admin Expires
L] & Grant Meadows
& Mark Sandford
= SecurityGroup

= SecurityGroup2

& Tracey Sandford

Return to Password Folder Options | Grant New Permissions | | Grid Layout Actions.. ™

Clone Folder

By clicking on the 'Clone Folder' button, there are various options available for you to clone the
selected folder. The Options are:

® Clone all nested Folders and Password Lists, or just the nested Folders
® You can also choose to clone the current permissions applied to all the nested Folders/
Password Lists, or apply just permissions for your own account, or you can choose not to clone
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213

any permissions

When cloning a folder, it will be positioned in the root of the Navigation Tree, and you can then
drag-n-drop to wherever needed.

Note: No passwords are actually cloned using this method - it is only the Folders and Password
Lists, plus there settings and permissions, which are cloned.

™ Clone Folder

To clone the selected folder, please specify the name of the top level folder, and select the appropriate options.

Mote: Mo passwords will be cloned with this process, only Folders and Password Lists.

folder details

Please specify appropriate details below, the click on the Save Button.

Folder Mame * Cuslomer's p

Description* Customer &

Clone the following Folders and Password Lists:

(@ All nested Folders and Password Lists () Just the nested Folders

Apply the following permissions:
@ Clone current permissions ) Only for my account ) None

Cancel | Save & Clone Again | Save

Password Lists

The Password List screen shows you the Passwords stored within the selected Password List. Not
all Passwords may be visible to you here, as permissions can be applied to individual records
within the Password Lists, as opposed to the whole Password List.

™ Note: Some of these features detailed below may be hidden or disabled for you, depending
on your access rights, and what settings have been applied to the selected Password List.

On this screen you can:

® Generate a single random password by clicking on the B icon
® Search for Passwords contained within the selected Password List
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View various statistics about the selected Password List

Customize the screen by clicking on the Screen Options button

View what access you have to the Password List, and 'Guide' which has been added for the
Password List, and also the specific Password Strength Policy settings which have been applied
View Auditing data related to the Password List (Recent Activity)

You can edit/view a password by clicking on the hyperlink in the Title column

You can view a password on the screen by clicking the masked ******* (the speed at which the
password is again hidden can be control by your Security Administrators)

® You can copy a password to the clipboard by clicking on the ~ icon (if using Internet Explorer,
the clipboard can be cleared after a set time, which is set by your Security Administrators)

® You can perform various Password Actions by selecting the appropriate menu option from the

Actions drop-down menu L)

Add Passwords or Import Passwords, view Uploaded Documents, or Email Permalinks

If you have Admin privileges to the Password List, there will also be multiple options available

to you via the List Administrator Actions Actions drop-down list

() Passwordstate veo wid eos0) Active Users (1)
Navigation - Passwords Passwords Mark Sandford (haloxymsand)
A

[2] B | screen Options »

A Passwords Home

@ Servers & You have Admin Access ™ View Guide X Password Strength Policy Password Strength Summary

(= Canon Printers

4 5 Customers Adtions  Title Description Password Password Strength Expiry Date »

4 [ Customer's A T T A o
@ Oracle Database Tier [ Andromeda Andromeda Server * kAR 0%
wl SCCM [-] Centaurus & ) Centaurus Server1 * o ok

4 (3 Customer's B

o (] Circinus Circinus Server * S
& LAN Switches
(-] Hercules Hercules Server b 8.8 8. & 4
& Network Monitoring
- [-] Lacerta Lacerta Server Updated BU L2 2 8 % 4
[~ servers|
[ saL server ° Pegasus ) Pegasus Server %Kk ke
€ WAN Routers [-] Serpens Serpens Server F'S 2 & 4 e
4 |3 Customers C Add | Impert | Documents | Permalink | | Grid Layout Actions.. ~ | | List Administrator Actions. e
3 Stealhead Appliances
4 [15P Accounts .
= O Recent Activity m Very Poor (14%) B Weak (0%) m Average (0%)
£ Corporate ISP Accounts Strong (14%) ® Excellent (71%)
Date Description

28 Optus ISP Account's
& optus ISP Account's 2
£ Web Sites

Mark Sandford (halox\msand) ediited the Password List called ‘Servers'

h Most Active Users (past 30 days)

The Retrieving all Passwords in all Password Lists' APl call was made, resulting in the viewing of the password for Pegasus

(Servers). (Title = Pegasus, Description = Pegasus Server). View Password | View History )

B My Private P ds2 ]
'y Private Passwords The 'Retrieving all Passwords in all Password Lists' API call was made, resulting in the viewing of the password for ‘Serpens’

4 3 My Private PLs (Servers). (Title = Serpens, Description = Serpens Server). View Password | View History

2 private List The ‘Retrieving all Passwords in all Password Lists' AP call was made, resulting in the viewing of the password for Lacerta®

B Solanwinds Eminentware Support (Servers). (Title = Lacerta, Description = Lacerta Server Updated BU). View Password | View History

B Testad The ‘Retrieving all Passwords in all Passward Lists' AP call was made, resulting in the viewing of the password for ‘Circinus'
(Servers). (Title = ircinus, Description = Circinus Server), View Passward | View History

A Windows Accounts

@ wkstn Administrator

«l > Page1of268 Item 110 5 of 1338

Grid Layout Actions... 7

Passwords Generator Auditing Preferences Administration Help

2.1.3.1 Screen Options

Screen Options allows you to specify various settings for how you would like to see the grids and
charts displayed on the screen.

Please note that some of these settings may be set by your Security Administrator(s) of
Passwordstate, and if so the controls will be disabled. You will see an icon like '.F', and message
telling you if this is the case.

Password Columns Tab
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The Password Columns tab allows you to choose which columns are visible in the Passwords grid.

Once you've chosen the columns you want visible, you can also apply the same 'view' to other
Password Lists, by selecting them in the 'Apply to the following Password Lists', then clicking on
the Save button. Note: Each Password List can be configured to use different columns, so some
columns may or may not show for other selected Password Lists.

Please review each of the tabs below, and customize the password screen as required.

I password columns passwords grid recent activity grid grid paging style chart settings

Visible Columns Apply to the following Password Lists ( Select All )
[]=\Canon Printers "
Description EIEJ,\Custnmers\ Customer's A% Oracle Database Tier
[ Account Type [\ Custemers ' Customer's &% SCCM
Passward &\ Customers ', Custemer's B\ LAN Switches
Password Strength [1&" Customers \ Custorner's B Netwerk Menitoring

Expiry Date = \Customers \, Customer's B\ Servers
| E“g\Custnmers\ Customer's B SCOL Server
[C1&3\ Customers | Custemer's B WAN Routers
(]88 Custorers \ Customers C' Stealhead Appliances %

Cancel | Save

Passwords Grid Tab

The Passwords Grid tab allows you to show or hide the Header and Filters feature for the
Passwords grid, as well as specify the number or records to display in the grid.

Please review each of the tabs below, and customize the password screen as required.

passwords grid recent activity grid grid paging style chart settings

For the Passwords Grid below, please select which attributes you would like to show or hide, and how many
records you would like to display on the screen.

Filters I¥| Header

Mumber of records per page:
0

Note: specifying 0 will display all records, but can slow down page rendering significantly if you have many
records to display.

Cancel | Save
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Recent Activity Tab

The Recent Activity tab allows you to show or hide the Recent Activity grid (auditing data), as well
as the grids header, and how many records you would like to be displayed in the grid.

Please review each of the tabs below, and customize the password screen as required.

password columns passwords grid recent activity grid grid paging style chart settings

For the Recent Activity Grid below, please select which attributes you would like to show or hide, and how many
records you would like to display on the screen.

W wisible Header

Mumber of records per page:

5

Mote: specifying 0 will display all records, but can slow down page rendering significantly if you have many
records to display.

Cancel | Save

Grid Paging Style Tab

The Grid Paging Style tab allows you to choose one of three different types of 'Paging' styles,
which will be used when there are more records returned than the Password grid is set to display.

Please review each of the tabs below, and customize the password screen as required.

password columns passwords gnd recent activity gnd grid paging style

Please select which Paging style you would like to use for the Passwords and Recent Activity Grids - The pagers
will appear in the footer of the grid.

() Next Previous Buttons @ Slider O Numeric Pages

Next Previous Buttons Slider MNumeric
Changepage W« » M N | » 2 34567849 10
Cancel | Save
Chart Settings Tab

The Chart Settings tab allows you to either hide or show the Password Strength Summary and
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Most Active Users pie charts on the right-hand side of the screen.

Please review each of the tabs below, and customize the password screen as required.

password columns passwords grid recent activity grid grid paging style chart settings

You can choose to show or hide the charts by using the checkbox below.

Visible

2.1.3.2 Add Password

The Add Password screen allows you to add a new Password record to the selected Password List.

When adding a new password record, the fields visible on the screen can be different for each
Password List, as each Password List can be configured to use different fields. There are a total of
9fixed fields which can be used, and 10 Generic Fields which can take on different field types.

Password Details Tab

The Password Details tab is where you specify the values for the majority of fields associated with
the selected Password List, and each field can be configured of different types i.e. URL, Text,
Date, Radio Buttons, etc.

A few things to note on this tab is:

® Any fields which are denoted with * are mandatory fields, and you must specify a value for
them

® The Password Strength indicators and text at the bottom of the screen only apply to the
'‘password' field - they do not apply to any Generic Fields which may be configure of type
Password

® You can choose to prevent exporting of this Password record if required

® You can choose to generate a new random password by clicking on the B icon, copy the
password to the clipboard by clicking on the “, or show the password on the screen by clicking
on the L icon

® The policy set for the selected Password List may also place certain restrictions to the Password
record, like a certain Password Strength must bet met before the record can be saved, or that
passwords deemed as 'Bad' cannot be used. You will need to refer to one of the Administrators
of the Password List to understand what settings and restrictions have been applied
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C PASSWORDSTATE

B4 Add New Password

Add new password to "Servers® Password List (Tree Path = \Customers ', Customer's B).

I password details notes automatic password rotation

Title * || |
Description | ‘

Account Type - Select Account Type - v =
Expiry Date
Password * | ‘ @ B

Confirm Password * | ‘

Passwaord Strength w O 1T U U Compliance Strength W W W W r
Strength Status:

Allow Password Export  [El] Compliance Mandatory [ Prevent Bad Password Usage

Cancel | Save & Add Another | Save

Notes Tab

The Notes tab allows you to specify longer verbose text to explain what the record is for, and also
allows basic HTML formatting.
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C PASSWORDSTATE

Ed Add New Password

Add new password to 'Servers” Password List (Tree Path = \Customers \ Customer's B).

password details notes automatic password rotation

IMEs[E B 7 U =

i
nr|

El A~ ﬁ'l Font Mame - Fleal...vla.yl

Ly HTML @ Preview

(Maximum length of 8000 characters)

Cancel | Save & Add Another | Save

Automatic Password Rotation Tab

The Automatic Password Rotation tab will only be visible if the password record is configured to
synchronize with Active Directory, or with a local account on a Windows Server. Options available
are:

Whether or not to auto-generate a new password for the record

At what time of the day should the password be reset, once the Expiry Date has been reached
How many days should be added to the Expiry Date field, once the password has been
automatically reset

Whether or not emails should be sent to Administrators of the Password List when the reset
has succeeded, or failed

The Administrators of the Password List can also set the default options for 'Automatic Password
Rotation', and the defaults can be set at the Password List level.
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C PASSWORDSTATE

Ed Add New Password

Add new password to "Windows Accounts’ Password List (Tree Path =%,

password details notes automatic password rotation _

When this Password expires, Auto-Generate a new one and synchronize
password rotation at the time of:

19 * | Hour |gop = Minute, and add Days to the Expiry Date

If the account is locked in Active Directory, unlock it.

Send email notifications to Administrators of this Password List for:
[ successful Resets ¥ Failed Resets

Cancel | Save & Add Another | Save

2.1.3.3 Edit Password

Editing a Password is possible by clicking on the Title field hyperlink you see in the grids as per
the below screenshot.
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@ Servers A
Actions | Title Description Passwor

T T
(v Andromeda Andromeda Server 0 eckeen

Q Centaurus & [ Centaurus Server?

(v Circinus Circinus Server

OC Hercules __) Hercules Server
v Lacerta Lacerta Server Updated BU e
v Pegasus [ Pegasus Server ~  eeeeeeew
o Serpens Serpens Server  ‘eeeeeeeee
AdAd | Immert | Deeniments | Permalink | ceid L saenad Actinne - I i+

Once the Edit Password screen is open, each of the fields and options on the Tabs is similar to the

Add Password screen.

™ |f the Password List is configured to synchronize changes will Active Directory, or local Window
Servers, there will be a few additional options available:

Active Directory or Windows Server Account Synchronization Options

On the 'Password Details' tab, the following options may be available:

e The '2/icon allows you to confirm if the password stored in Passwordstate also matches what is
stored in Active Directory, or the local Windows Server

® Various 'Active Directory Actions' options may be available if your Administrator of the
Password List has enabled them

® The 'Save & Sync' button will also be available, and this allows you to save the new password
record in Passwordstate, and also synchronize it with Active Directory, or a local Windows
Server

™ Note: Your Secu rity Administrators must first configure Passwordstate to allow
synchronization to occur, and instructions can be found in the Security Administrator manual
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O PASSWORDSTATE

B4 Edit Password

Please edit the password for the "Windows Accounts’ Password List (Tree Path = ).

I password details notes automatic password rotation

Title > |Sp|unk Account ‘

Username * |sp|unkaccnt ‘ ¥
Description |Used for syslag server ‘

Account Type * & windows | ®

Domain or Host |ha|0x ‘

URL | |

Expiry Date 17/10/2013

Password * |barons—L3h$‘r‘2N ‘ 4 @ a, E

Confirm Password * |bar0n5-L3h$‘r’2N ‘
Password Strength * W A i & Compliance Strength W W W W o7

Strength Status: Excellent password st

Allow Password Export Compliance Mandatory  [f] Prevent Bad Password Usage

Active Directory & Windows Actions [E] Account Synchronization Enabled

[ Unlock this account if locked

[] User must change password at next logan
[ Disable this account

[J Enable this account

Cancel | Save | Sawve & Sync

Automatic Password Rotation Tab

On the 'Automatic Password Rotation' tab, you will also have the following options available to
automatically reset the password once it expires:

® Resets the password in Passwordstate
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® To also synchronize the new password with Active Directory, or the local account on a Windows
Server

¢ If the account is locked in AD or on the local Windows Server, then you can choose to also
unlock it

B PASSWORDSTATE I

B4 Edit Password

Please edit the password for the "Windows Accounts’ Password List (Tree Path = 1).

password details notes automatic password rotation _

When this Password expires, Auto-Generate a new one and synchronize
password rotation at the time of:

1¢ = | Hour |go = Minute, and add Days to the Expiry Date

If the account is locked in Active Directory, or on the local Windows Server, unlock it.

Send emall notifications to Administrators of this Password List for:
[ successful Resets [ Failed Resets

M The settings above are being applied via the Default Options set at the Password List level,
Once you save this record, the settings will be independent to that of the Password List.

Cancel | Save | Save & Sync

© 2013 Click Studios (SA) Pty Ltd



Passwords Menu 29

2.1.3.4 Import Passwords

Itis possible to import one or more passwords into a Password List via the use of a csv file
(comma-separated values). When you click on the Import button, you will be presented with a
page which has 3 tabs to guide you through the import process.

™ Note: Prior to performing the actual import, it is recommended you 'test' the import process
first, to ensure all data validation rules are met. You can perform the test in the final tab called
'Step 3 - Import Data'.

Step 1 - Generate CSV Template

As every Password Lists can have different fields associated with it, it is recommended you use
the 'Generate CSV Template' button to generate an empty csv file with the correct headers. Once
you have generated your csv file template, you can move onto the tab 'Step 2 - Populate
Template with Data'.

= Import Passwords

To import multiple passwords into the Password List "Servers’, please follow the instructions in the 3 Tabs below.

In 'Step 3 - Import Data’, you can test the import prior to actually importing to see if any data cleansing is required.

I step 1 - generate csv template step 2 - populate template with data step 3 - import data

To create a CSV template file ready for you to enter data into it, please click on the "Generate CSV Template’ button below.

This template file will include all the columns the List Administrator(s) have selected for this Password List, which may appear different to the
columns you can see in the Passwords grid.

Once you have clicked on the 'Generate CSV Template' button and saved the CSV file, please continue by clicking on the "Step 2 - Populate
Template with Data’ tab.

Generate C5V Template

Status: Cancel

Step 2 - Populate Template with Data

The second tab shows you what fields are expected for the Password List, if there are any
restrictions on the size of the fields, and which ones are mandatory and must have values. Once
you understand the requirements and formatting of the data, you can populate your csv file ready
for the test import. Once you have populated your csv file with data, you can move onto the tab
'Step 3 - Import Data'.

™ Note: When populating the csv file with data, please ensure the order of the columns is not
altered from the generated template, otherwise the import process may fail, or data may be
imported into incorrect fields.

© 2013 Click Studios (SA) Pty Ltd



30

Passwordstate User Manual

*= Import Passwords

To import multiple passwords into the Password List "Servers’, please follow the instructions in the 3 Tabs below.

In 'Step 3 - Import Data’, you can test the import prior to actually importing to see if any data cleansing is required.

step 1 - generate csv template step 2 - populate template with data step 3 - import data

MNow that you have a saved CSV Template, below are the columns you are expected to populate with data.

COnce you have finished populating your CSV file and saved it, please click on the 'Step 3 - Import Data’ tab.

Column Name Field Type
Title String
Description String
AccountType String
MNotes String
Password Password
ExpiryDate Date
Status:

Size (Max)

Required

Please note: As this Password List
has a column called 'AccountType',
the possible values you can enter
for it are displayed in this Listbox.

- Available Account Types - ™

Step 3 - Import Data

The final tab allows you to upload your csv file to the Passwordstate web site, and then either
test the import first, or perform the actual import. Both the test and actual import will report back
to you if there are any errors experienced with the import process, and they will also tell you

what row in the csv file the error occurred.

™ Note: While the option is available, it's not recommended you select the option to email all
users who have access to the Password List, unless it is a small number of records you are
importing - otherwise, each user who has access to the Password List will receive one email per

record, indicating a new record has been added to the Password List.
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= Import Passwords

To import multiple passwords into the Password List "Servers’, please follow the instructions in the 3 Tabs below.

In 'Step 3 - Import Data’, you can test the import prior to actually importing to see if any data cleansing is required.

step 1 - generate csv template step 2 - populate template with data step 3 - import data _

MNow you are ready to import your newly populated csv template. To do so, please select your CSV file by clicking the "Select’ button, then click
on the "Import Passwords’ button,

Please Note:
1. Please ensure your data does not contain any commas
2. CSV file must be under 100MB in size.

Email all users who have access to this Password List informing them of the new records:
Oves @no

Select Test Import Import Passwords

Status: Cancel

2.1.3.5 Upload Documents

Itis possible to upload one or more document/attachments to Passwordstate, and associated
them with either the Password List itself, or individual Password records.

When uploading documents, they are stored within the database in binary form, and any file/
document types can be uploaded.

On the 'Documents' screen for Password List, the following is possible:

Adding a new document

Retrieving a document from the database by clicking on the 'Document Name' hyperlink

You can edit some basic properties for the document

Add also delete the document if required. Note, deleting a document does not place itin any
recycle bin.

Documents for Password List ‘Servers’

Actions Document Name Description Modified Modified By File Size
[~] Installation_Instructions.pdf Passwordstate Installation Instructions 20/06/2013 Mark Sandford 1.1 MB
[~] Preinstallation_Checklist.pdf Passwordstate Preinstallation Checklist 20,/06/2013 Mark Sandford 381 KB

Return to Passwords | Add Document | | Grid Layout Actions... ™

2.1.3.6 Email Permalinks

Passwordstate supports the concept of 'Permalinks' for Password Lists, or individual Password
records.
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A Permalink is a shortened URL which can be copied to the clipboard, or email to other users, and
allows easy access to a resource by simply clicking on the provided URL.

™ Note: If you provide a Permalink to another user who does not have access to the Password
List, they will be redirected to another screen where they can request access. All requests for
access will be sent to the Administrators of the Password List.

8 PASSWORDSTATE

4 Copy or Email Password List Permalink

To email another user the Password List Link details below, please select the user from the drop-down list

below.

Select Email Address * -

Subject Password List Permalink
|¥ EE B 7 ﬂ|§§§§|1§5 iz E E;ElA'al'chntNamr: er:aI...-l‘?,sFl
Hi,

Mark Sandford is sending you the following Password List Permalink.

Password List: Servers
Permalink: https://passwordstates.halox.net/plid=34

Passwordstate - Secure Password Management.
https://passwordstates.halox.net

G HTML @ Preview

Close Copy Permalink to Clipboard | Send Email

2.1.3.7 Password Actions

Every Password added to a Password List has certain functions, or 'Actions', which can be
performed for the record. Below is a table summarizing each of the Actions, and more detail can
be found by clicking on each of the hyperlinks.

View & Compare History of Changes Every change made to a Password record retains a
history of the change. By clicking on 'View & Compare
History of Changes' you can visually compare what has
changed, at what time, and by who.

Toggle Favorite Status If you have Password records which you use frequently,
you can tag them as your favorites and they will show up
in the 'Favorite Passwords' grids on the Password Home
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View Individual Password Permissions

Copy or Move to Different Password
List

Copy or Email Password Permalink

Filter Recent Activity on this Record

Expire Password Now

View Documents

Delete

page, or any of the Password Folder pages. A Favorite
password is also denoted by the "7 icon on the
Passwords grid

Instead of applying permissions to an entire Password
List for users, you can choose to apply permissions just
to individual Password records if required. When the
user browsers to the Password List, they won't see all
the records, just the individual ones they've been given
access to

It's also possible to copy or move individual Password
records between Password Lists, and it's even possible
to link them - so all changes are synchronized between
Password Lists

Similar to Permalinks for Password Lists, you can also
copy or email Permalinks for individual Password
records

If you need a quick method of filtering the audit data
(Recent Activity) for an individual Password record, you
can use the 'Filter Recent Activity on this Record' menu
option

Selecting 'Expire Password Now' for an individual
Password record, will set it's Expiry Date field to the
current date

You can upload one or more documents/attachments
and associate them with individual Password records

When you delete an individual Password record, it is
moved to the Recycle Bin for the Password List.
Administrators of the Password List can restore back
from the Recycle Bin if required

2.1.3.7.1 View & Compare History of Changes

Any changes made to a Password record will not only generate an audit log record, but also the
history of changes will be maintained so you can easily compare what has change, when, and by

whom

When you open the Compare Password History screen, you can:

® See what has changed as the adjacent fields will be highlighted in Dark Blue
® You can navigate back and forth between records by using the appropriate Previous and Next

buttons

™ Note: An audit log record will be added when you open this screen, as it's possible to see

Password values here.
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5 PASSWORDSTATE

@ Compare Password History

Please use the navigation buttons below to cycle through the history records. All changes are highlighted in .

7/11/2012 7:46:32 PM 24/09/2012 9:00:54 AM
Changed By |Mark Sandford (halox\msand) Mark Sandford (halox\msand)
Title |Hercules Hercules
Description |Hercules Server Hercules Server
Account Type |&3 Router €8 Router
Expiry Date
Notes
4 Previous Mext » Close

2.1.3.7.2 View Individual Password Permissions

In addition to applying permissions to an entire Password List for users, you can choose to apply
permissions just to individual Password records if required. When the user browsers to the
Password List, they won't see all the records, just the individual ones they've been given access to

When you click on the 'View Individual Password Permissions' menu item, you will be directed to
a screen which shows what permissions have been applied to the individual Password record.

™ Note: If a user doesn't already have access to the Password List, and you grant access to an
individual Password record, then they will be given 'Guest' access to the Password List. Guest
access is required so the Password List will show for the userin the Navigation Tree.

You can grant access to either user accounts or security groups, and the types of permissions you
can apply are:

® View - only allows read access to the record
® Modify - allows the user to update and delete the Password record

2 Password Permissions

To grant additional access simply click on the 'Grant Permissions' button, or to modify existing permissions click on the appropriate 'Actions' drop-down menu.

Hercules (Servers) & User Account 8 Local Security Group = Active Directory Security Group
Actions User or Security Group View Modify Expires Or}e-Tlme
) ! Access
[~] & Fiona Case -
[+] & Roger Furmston g R

Return to Passwords Page | Grant New Permissions | | Grid Layout Actions... ™

From the 'View Individual Password Permissions' screen, you have the following features
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available:

Password Permission Actions

When you click on the 'Actions' menu item for access which has been granted to a user or security
group, you can:

® Change the permissions to View or Modify

¢ Set or modify the time in which their access will be removed - if required
* Allow you to update a notes field as to why the access was given

® Orremove the access altogether

2 Password Permissions

To grant additional access simply click on the 'Grant Permissions' button, or to modify existing permissi

Hercules (Servers) & User Acq

Actions  User or Security Group

(] & Fiona Case
B3 Change Access to "View'
T} Change Access to 'Modify' o
@ Madify Expiry Time jissions. | | Grid Layout Actions... ~
®» Update Access Motes

'EB Femove Access

Grant New Permissions

To grant new permissions to a user's account, or to the members in a security group, you can click
on the Grant New Permissions button.

2.1.3.7.2.1 Grant New Permissions

When granting new permissions (access) to a Password record, there are three tabs of features
available to you:

Access Permissions
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The 'Access Permissions' tab allows you to search for users and/or security groups, and either
grant View Access, or Modify Access

™ Note: You cannot apply Administrator permissions to an individual Password record - this is
reserved for Password Lists only

2 Grant New Permissions

To grant additional permissions to the '"Hercules (Servers)’ Password, simply click on the three Tabs below to specify appropriate
permissions and,/or settings.

I 3CCess permissions time based access handshake approval

Search for an appropriate user or security group, and apply the required permissions (use * to search for all).

Search * =4

Search For: ® User O Security Group
Search Results View Permissions Reason for Access

-

o

Modify Permissions

-

e

Administrator Permissions

B

e

Status: Cancel | Save

Time Based Access

There are multiple 'Time Based Access' features available for individual Password records, and
they are:

® Access Expires - specify a future date and time in which the users/security groups access will be
automatically removed

® Access Expires when Password Changes - any event which changes the actual value of the
password field for the record, will cause this access to be removed
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® One-Time Access - you have the option to only allow access to the Password record once. Once
the user has viewed the password, their access will be removed. You also have the option of
generating a new random password when this event occurs as well.

2 Grant New Permissions

To grant additional permissions to the "Hercules (Servers)’ Password, simply click on the three Tabs below to
specify appropriate permissions and/or settings.

I aCccess permissions time based access handshake approval

To apply time based access to the selected Password, please use the appropriate options below.

— Access Expires : &

® Never
Oln: Days: El Hours: El Minutes: El
Oat: Date: Time:

— Access Expires when Password Changes : &

If you would like to have the access removed on next Password change, please select this checkbox.

L remove Access on Mext Password Change

— One-Time Access: =

If you only require the user or security group members to access this password once, please choose
the appropriate options below.

[ provide One-Time Access to this Password

Automatically generate new Password on access (uses Password Generator options)

Status: Cancel | Sawve

Handshake Approval

'Handshake Approval' can be used for Passwords which are of a various sensitive nature, and
requires more than one Password List Administrator to approve access, prior to it being given to

the user.

To specify Handshake Approval is require for this Password record, you need to select a Primary
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Approver (generally yourself), a Secondary Approver (someone else who has Administrator
Access to the Password List), and the amount of time the Handshake Approval Timer will be
visible on the screen to the two approvers.

A Grant New Permissions

To grant additional permissions to the "Hercules (Servers)’ Password, simply click on the three Tabs below to specify appropriate
permissions and/or settings.

randshake spprovel [

Handshake Approval requires two people to approve the access specified under the "Access Permissions’ tab, prior to access
being given.

Once you have selected the two approvers and specified the countdown timer, each user will receive an email notification letting
them know approval is required.

Primary Approver Secondary Approver —Use Countdown Timer : &

td td @ No Handshake Approval Required
O Yes, with Dual Approval Required In:

Minutes: |0 | Seconds: |0

Status: Cancel | Save

Once the Handshake Approval has been saved, and email will be sent to both approvers asking
them to click on a link and approve the access. The screen below will appear when they click on
the link.

As soon as both users have this 'Handshake Access Request' screen open, the various buttons will
be enabled, and the Primary Approver will then be able to start the timer. Each approver then has
a set amount of time to either approve or deny the request.

™ Note: Administrators of a Password List can choose an to make Handshake Approval mandatory
for all access to passwords (or the Password List), in which case the steps above cannot be
deliberately ignored, or accidentally overlooked.
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O PASSWORDSTATE

Handshake Access Request

ofolt]e

—Handshake Approval Request Details

Requsting Access To : Individual Password
Password : Hercules

Password List : Servers

Permission : Modify Access

User : Sam Violantes (halox\wiclantes)
Access Expires At : Mo Expiry Set

— Approval Status

Mark Sandford : Online, pending approval
Brett Hales : Offline, pending session starting
Instructions : Please wait for both Approvers to be online,

Start Timer Postpone Approval Approve Decline

2.1.3.7.3 Copy or Move to Different Password List

Itis possible to copy or move a Password record to a different Password List, but there are a
couple of exceptions which may prevent you from doing this:

® You need at least Modify rights to the Destination Password List
® The Destination Password List must have the same selected fields as the Source Password List

If a Password List is grayed out and disabled on the pop-up windows below, then one of the two
restrictions above would be the cause.

Copy & Link will create a duplicate record in the Destination Password List, and all linked records
will be keptin sync when any changes are made to either of the records. When a Password record
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is linked, you will see a linked chain icon next to the Title, similar to this image

© scomtest? &=

™ Note: Deleting a Linked Password record will not move it to the Recycle Bin in the other Linked
Password Lists.

8 PASSWORDSTATE

S Copy or Move Password

Please select if you would like to Copy & Link, Copy or Move this Password record.

Please Note: Any Password Lists you have 'Wiew' access to, or any Passwaord Lists with
incompatible Generic Fields, will be disabled.

— Copy or Move Options
| would like to @) Copy & Link © Copy O Move this password to:

4 "
(=, Canon Printers

4 3
4 =3

=]
=

ol SCCM
4 3
=
& Metwork Monitoring
@
I}g. 5QL Server
]
4 3

Cancel Save
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2.1.3.7.4 Copy or Email Password Permalink

Similar to a Permalink for Password List, you can also copy a Password record's Permalink to the
clipboard, or email it to another user.

As with Permalinks for Password Lists, if a user navigates to a Password record via the use of a
Permalink, and the user doesn't have access to the Password, then they can request access on the
screen.

B PASSWORDSTATE

M Copy or Email Password Permalink

To email another user the Password Link details below, please select the user from the drop-down list below.

Select Email Address * -
Subject Password Permalink
=EE=E=| 155 IS EE| A O | FontName - Real.. - | 37|

|V E& B 7 U|IE
Hi,

Mark Sandford is sending yvou the following Password Permalink.
Password: Circinus

Password List: Servers

Permalink: https://passwordstates.halox.net/pid=46304

Passwordstate - Secure Password Management.
https://passwordstates.halox.net

P ¢y HTML @ Preview

Close Copy Permalink te Clipboard Send Email

2.1.3.7.5 Filter Recent Activity on this Record

Sometimes it might be useful to quickly filter all the auditing data on information relevant to a
single Password. When selecting 'Filter Recent Activity on this Record', all contents of the Recent
Activity grid will be filtered, and the 'Clear Filter' button will be displayed, allowing you to
remove the filter.
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Cd Recent Activity Clear Filter <

Date Description

50/06/2012 1:20:41 PM Mark Sandford (halox\msand) opened the Edit Password screen for password 'Circinus' (Servers) - viewing the value of the

e e password is possible on this screen. (Title = Circinus, Description = Circinus Server), View Passward | View History
3/06/2013 11:37:21 AM The 'Retrieving all Passwords in all Password Lists' AP call was made, resulting in the viewing of the password for 'Circinus'
3/06/2013 11:37:21 A

(Servers). (Title = Circinus, Description = Circinus Server). View Password | View History

Mark Sandford (halox\msand) run the 'Export All Passwords Report, resulting in them viewing the password for 'Circinus' (Servers).
(Title = Circinus, Description = Circinus Server). View Password | View History

Mark Sandford (halox\msand) opened the Edit Password screen for password 'Circinus' (Servers) - viewing the value of the
password is possible on this screen. (Title = Circinus, Description = Circinus Server). View Password | View History

Mark Sandford (halox\msand) viewed the password for 'Circinus' (Servers). (Title = Circinus, Description = Circinus Server). View
Password | View History

o] »  Page 10f 10 ltem 1to 5 of 48

2.1.3.7.6 View Documents

As with Password Lists, it's also possible to upload one or more document/attachments and
associated them with an individual Password record.

When uploading documents, they are stored within the database in binary form, and any file/
document types can be uploaded.

On the 'Documents' screen for a Password record, the following is possible:

Adding a new document

Retrieving a document from the database by clicking on the 'Document Name' hyperlink

You can edit some basic properties for the document

Add also delete the document if required. Note, deleting a document does not place it in any
recycle bin.

Documents for Password 'Pegasus’
Actions = Document Mame Description Modified Modified By File Size
[v] results.csv rezy 17/03/2012 Mark Sandford 531 KB
[+ Version5.4_Changelog.txt Changelog Update for 5.4 14/03/2012 Mark Sandford 7 KB
[v] viewinvoice.html 000K 14/03/2012 Mark sandford 12 KB
Return to Passwords | Add Document | | Grid Layout Actions... ™

2.1.3.8 List Administrator Actions

If you have 'Administrative' privileges to a Password List, all of the features in the 'List
Administrator Actions' drop-down list will be available to you.

A summary of the features are:

View Password List Permissions | Allows you to view existing permissions applied to this
Password List, modify existing permissions and add new ones

View Recycle Bin Allows you to see what Password records have been deleted,
and gives you the option to restore from the Recycle Bin or
permanently delete
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Bulk Update Passwords

Edit Password List Details

Save Password List as Template

Toggle Visibility of Web API IDs

Delete Password List

Standard Permissions Report

Enumerated Permissions Report

Password Strength Report

All Passwords Report

All Password History Report

AD Synchronization Report

Instead of editing data/fields for a single Password record,
'‘Bulk Update Passwords' allows you to use a CSV file to
update many records at once

Allows you to modify existing settings for the Password List,
change which fields you would like to use, and create an API
key so records in the Password List can be queried or
manipulated via the Passwordstate API

Allows you to save all the settings and chosen fields as a
Template, which can then be used for the creation or
management of other Password Lists

Allows you to see various ID fields required for the
Passwordstate API

Deleting a Password List will delete the List itself and all
related data. ™ Note: There is no Recycle Bin for a Password
List, so please use this feature with caution

Will export to csv file a list of permissions applied to the
Password List, or any individual Password records

This report will show an enumerated permissions list on
individual Password records, just for User Accounts - Security
Group will be enumerated as well to shown as User Accounts

This report will show the password strength for each of the
Password records, based on the Password Strength Policy set
for the Password List

The report will export all the fields and their values for each
of the Password records. ™ Note: The password field value
will be exported in clear text with this report

The report will export all history relating to each Password
record, including the date data was changed, and who it was
changed by. ™ Note: The password field values will be
exported in clear text with this report

If the Password List is enabled to synchronize the Passwords
with Active Directory, or a local Windows Server, this report
will generate a list in real-time as to whether the password
values are in sync
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| E‘_-. Screen Options

° Servers & vou have Admin Access ™ View Guide X Password Strength Policy
Actions | Title Description Password Password Strength Expiry Date
T T T
(] Andromeda Andromeda Server b & & & & d 27/08/2013
[~] Centaurus = [ Centaurus Serveri Wi
[~] Circinus Jnus Server “ 11/05/2012
(] Hercules #; & Hercules e b & & & & d
[+] Lacerta Lacerta Server U ' b & 8 6 &
[~] Pegasus [ Pegasus Server W 27/08/2013
(] Serpens Serpens Server o W W W 30/03/2013
Add | Import | Documents | Permalink | | Grid Layout Actions.. ™| JEEsluiaie i gtais e
List Administrator Actions...
. Password List Actions
O Recent Activity 8 view Password List Permissions
Date Description T View Recycle Bin
D4 06/2075 92117 AN Mark sandford (halox\msand) viewed the passwor Wi Bulk Update Passwords les, Description = Hercules Server). View
24/06/2013 9:2 Al . ;
Passward | View Histary i= Edit Password List Details

Handshake Approval Request for the Password 'He EE Save Password List as Template |ntes (halox\violantes) has been declined.

£ Toggle Visibility of Web API IDs

. Mark Sandford (halox\msand) sent a Handshake A . hales) for the Password 'Hercules'
20/06/2013 3:5517 (I \ - :
20/06/2013 3:55:17 PM (Servers) for the User Sam Violantes (halox\violanti € Delete Password List
Reports

Mark Sandford (halox\msand) sent a Handshake A hales) for the Password 'Hercules'

20/06/2013 3:55:17 . .
2ty SRR LY (Servers) for the User Sam Violantes (halox\violant

(4) Standard Permissions Report
Mark Sandford (halox\msand) viewed the passwaor, @ Enumerated Permissions Repart
Password | View History (&) Password Strength Report
(&) All Passwords Repart

(&) &l Passward Histary Report

Grid Layout Actions... ™ (&) AD Synchronization Report

i = flew
20/06/2013 3:27:19 PM les, Description = Hercules Server). View

LN | b Page10f272 Item 1 to 5 of 1359

2.1.3.8.1 View Password List Permissions

When you click on the 'View Password List Permissions' menu item, you will be directed to a
screen which shows what permissions have been applied at the Password List Level.

You can grant access to either user accounts or security groups, and the types of permissions you
can apply are:

® Guest - is granted to a user when they don't have access to the Password List, but are granted

permissions to an individual Password record within the Password List

View - only allows read access to Passwords within the Password List

Modify - by default, allows the user to view, update and delete Password records ™ Note: The

Security Administrators can change the behavior of 'Modify' permissions on the page

Administration ->System Settings ->Password List Options

e Admin - Provides modify access, plus all the features under the List Administrator Actions drop-
down menu
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2 Password List Permissions

To grant additional access simply click on the 'Grant Permissions' button, or to modify existing permissions click on the appropriate 'Actions’ drop-down menu.
e Servers & User Account % Local Security Group ® Active Directory Security Group
Actions  User or Security Group Guest View Modify Admin Expires
> o = CoreAdmins "4

[~] 2 Fiona Case 4
Q & Francis Milligan's g
[~] & Greg Monty 4
Q & Mark 5andford g
[~] & Roger Furmston 4

Return to Passwords Page | Grant New Permissions | | Grid Layout Actions.. ™

From the 'View Password List Permissions' screen, you have the following features available:

Password Permission Actions

When you click on the 'Actions' menu item for access which has been granted to a user or security
group, you can:

® Change the permissions to View, Modify or Admin
® Set or modify the time in which their access will be removed - if required
[ ]

Allow you to update a notes field as to why the access was given
Or remove the access altogether

2 Password List Permissions

To grant additional access simply click on the 'Grant Permissions’ button, or to modify existing permissions click on the appropriate 'Actions’ drop-down menu.

@ Servers & User Account 48 Local Security Group ™ Active Directory Security Group
Actions User or Security Group Guest View Maodify Admin Expires
> [~] ® CoreAdmins W
Q & Fiona Case «
-] & Francis Milligan's «
L Change Access to 'View' &

L1 Change Access to 'Modify'
3 Change Access to 'Admin’
@ Madify Expiry Time
Returr ®m pdate Access Notes lissions | | Grid Layout Actions.. ¥

€ Remove Access

Grant New Permissions

To grant new permissions to a user's account, or to the members in a security group, you can click
on the Grant New Permissions button.

2.1.3.8.1.1 Grant New Permissions

You can grant new permissions to either User Accounts, or members of a Security Group - either
local Security Groups within Passwordstate, or Active Directory based Security Groups.
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As you apply new permissions for users, they will also be granted permissions to any upper-level
Password Folders the Password List may be nested beneath - there may be an exception to this if
a Folder is configured to manager permissions manually, but this is the default setting.

When granting new permissions (access) to a Password List, there are three tabs of features
available to you:

Access Permissions

The 'Access Permissions' tab allows you to search for users and/or security groups, and either
grant View, Modify or Admin Access

2 Grant New Permissions

To grant additional permissions to the "Servers’ Password List, simply click on the three Tabs below to specfy appropriate
permissions and/or settings.

I access permissions time based access handshake approval

Search for an appropriate user or security group, and apply the required permissions (use * to search for all).

Search ; * | ]

Search For . @ user O Security Group

Search Results View Permissions Reason for Access

& (ABRANT) Andrew Brant &

& Amanda Ford >
& Bill Sandford p
& Brett Hales

& Bruce Wetherford

& Catherine Smithers Modify Permissions
& Click Studies

& Click Studios Test Account ESS
& devuser one

& Ent User

& Felicity Banks

& Fiona Case Administrator Permissions
& Francis Milligan's & Grant Meadows

.ﬁ.George Papadopolis .

& Graham Saunders

& Greg Monty

B e Lmsmlrim N e

s

Status: Cancel | Save

Time Based Access
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If you require the permissions to be removed after a certain period of time, or at a set time, you
can specify the appropriate time period on the 'Time Based Access' tab.

2 Grant New Permissions

To grant additional permissions to the "Servers’ Password List, simply click on the three Tabs below to specify
appropriate permissions and/or settings.

aCCess permissions time based access handshake approval

To apply time based access to the selected Password List, please use the appropriate options below.

— Access Expires : B
O Never
Oln: Days: [0 | Hours: [0 | Minutes: [0

WAt Date: 12/09/2013 Time: 7.00aM @

Status: Cancel | Save

Handshake Approval

'Handshake Approval' can be used for Password List which are of a various sensitive nature, and
requires more than one Password List Administrator to approve access, prior to it being given to

the user.

To specify Handshake Approval is require for this Password record, you need to select a Primary
Approver (generally yourself), a Secondary Approver (someone else who has Administrator
Access to the Password List), and the amount of time the Handshake Approval Timer will be
visible on the screen to the two approvers.
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2 Grant New Permissions

To grant additional permissions to the 'Servers' Password List, simply click on the three Tabs below to specify appropriate

permissions and/or settings.

sccess permisons _te based ccec: [JINNISPRSRSYY |

Handshake Approval requires two people to approve the access specified under the "Access Permissions’ tab, prior to access

being given.

COnce you have selected the two approvers and specified the countdown timer, each user will receive an email notification letting

them know approval is required.

Primary Approver

*

& Lee Wilson

& Leo Port

& License Test

& Loren Miller

& Mark Mills

& Mark Sandford3
& MediaMsqg Support
& Michael Weathers
& Michelle Wilson
& Philip Moorebank
& Roger Furmston
& 5am Viclantes

& sql account

8 . e '

Status:

£

A

Secondary Approver

*

& Felicity Banks

& Fiona Case

& Francis Milligan's
& George Papadopelis
& Graham Saunders
& Grant Meadows
& Greg Monty

& Harvey Sandford
& llke OZTURK

& Jason Frederick
& Jason Meintyre
& jhkjh kjhkljh

& lohn Wayne

>

—Use Countdown Timer : =

(Mo Handshake Approval Required

@ ves, with Dual Approval Required In:

Minutes: [0 | Seconds:

Cancel | Save

Once the Handshake Approval has been saved, and email will be sent to both approvers asking
them to click on a link and approve the access. The screen below will appear when they click on

the link.

As soon as both users have this 'Handshake Access Request' screen open, the various buttons will
be enabled, and the Primary Approver will then be able to start the timer. Each approver then has

a set amount of time to either approve or deny the request.

™ Note: Administrators of a Password List can choose an to make Handshake Approval mandatory
for all access to passwords (or the Password List), in which case the steps above cannot be
deliberately ignored, or accidentally overlooked.
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O PASSWORDSTATE I

Handshake Access Request

BEEE

—Handshake Approval Request Details

Requsting Access To : Entire Password List
Password : MA

Password List : Servers

Permission : List Administrator Access
User . Grant Meadows (halox\grant)
Access Expires At : 12/05/2013 7:00:00 AM

— Approval Status

Mark Sandford : Online, pending approval
Harry Jenkins : Offline, pending session starting
Instructions : Please wait for both Approvers to be online,

Start Timer Postpone Approval Approve Decline

2.1.3.8.2 View Recycle Bin

When a Password record is deleted by the user, itis moved to the Recycle Bin, where it can be
later restored or permanently deleted.

™ Note: Clicking on 'Empty Recycle Bin, or 'Delete’ from the Actions drop-down menu will
permanently deleted the record(s), a long with other related data.

™ Note: There is an option Security Administrators can set on the page Administration ->System
Settings -> Password Options Tab which can also permanently delete linked Password records as
well if required - by default, this is disabled
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Recycle Bin - Network Monitoring
Actions | Title Description Password Password Strength Expiry Date
T T T
o forumé4_counterg My login to foruma ¥ % % W & 12/08/2012
[+] Hercules Hercules Server COCOOTA L 6 & & & ¢
Return to Passwords | Empty Recycle Bin | | Grid Layout Actions.. 7

Recycle Bin - Network Monitoring

Actions | Title Description Passwaord

T T

(] forum4_counterg My login to forumd | e
@ view & Compare History of Changes (41) setcteiciciei:
€ Delete

et i -
¥) Restore LB

2.1.3.8.3 Bulk Update Passwords

If you have a requirement to update more than one Password record at a time, then you can use
the 'Bulk Update Passwords' feature.

This feature will allow you to export all the passwords to a csv file, which you can then update as
appropriate, and then re-import back into the Password List.

™ Note: The 'Export Passwords' button on the Step 1tab will export all Passwords to the csv file.
It's okay to delete any records from the CSV file which you don't intend on updating

™ Note: Please do not delete or modify the contents of the PasswordID column in the csv file -
this is what is used to know which records to update in the database

Step 1 - Export Passwords

Clicking on the 'Export Passwords' button will export all Password records to a csv file. Once you
have your csv file, you can move onto the next tab 'Step 2 - Update Data'.
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[ Bulk Password Update

To import multiple passwords into the Password List "Servers’, please follow the instructions in the 3 Tabs below.

I step 1 - export passwords step 2 - update data step 3 - import data

To bulk update one or more passwords for this Password List, you must first export all the passwords to a CSV file. To do so, please click on
the "Export Passwords’ button below.

Once you have your exported list of Passwords, please continue by clicking on the "Step 2 - Update Data’ tab.

Export Passwords

Cancel

Step 2 - Update Data

The Step 2 tab shows you what fields can be updated as part of this process, and if any of the
fields are mandatory. As mentioned previously, you can delete any rows in the csv file you do not
wish to update. Once you have the csv file updated as required, you can move onto the next tab
'Step 3 - Import Data'.

™ Note: If a field already has data associated with it, but you don't wish to update the data for

this field, you simply leave the value as it is - if you remove the data for this field, it will also
remove it in the database when the import process occurs

[* Bulk Password Update

To import multiple passwords into the Password List 'Servers’, please follow the instructions in the 3 Tabs below.

step 1 - export passwords step 2 - update data step 3 - import data

When updating data in the CSV file, there are a few rules to consider:

1. Consider the Column requirements below
2. Do not modify the PasswordID values in any way

When ready, please click on the "Step 3 - Import Data’ tab.

Please note: As this Password List
has a column called 'AccountType',
Title String 255 L4 the possible values you can enter

for it are displayed in this Listbox.

Column Name Field Type Size (Max) Required

Description String 255

AccountType String NA .
Notes String 8000

Password Password MNA L4

ExpiryDate Date NA

Cancel
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Step 3 - Import Data

The final tab allows you to upload your csv file to the Passwordstate web site, and then either
test the import first, or perform the actual import. Both the test and actual import will report back
to you if there are any errors experienced with the import process, and they will also tell you
what row in the csv file the error occurred.

™ Note: This is not an import in the traditional sense, as it won't add new records, simply update
records as appropriate

™ Note: While the option is available, it's not recommended you select the option to email all
users who have access to the Password List, unless it is a small number of records you are
importing - otherwise, each user who has access to the Password List will receive one email per
record, indicating a new record has been added to the Password List.

= Bulk Password Update

To import multiple passwords into the Password List "Servers’, please follow the instructions in the 3 Tabs below.

ctep 1 oport puzevorts _step2 pae s [JECERImE |

MNow you are ready to import your updated csv file. To do so, please select your CSV file by clicking the "Select’ button, then click on the
‘Import Passwords' button.

Please Note:
1. Please ensure your data does not contain any commas
2. €5V file must be under 100ME in size.

Email all users who have access to this Password List informing them of the updated records:
Oves @no

Select Test Import Import Passwords

2.1.3.8.4 Edit Password List Details

The Edit Password List Details feature allows you to change any number of settings associated
with the Password List, and choose which fields (columns) you would like to use.

™ Note: If the Password List is 'Linked' to a Template, then the majority of options on this page
will be disabled, as the settings are meant to be controlled centrally from the Template.

The following four tabs allows you to configure the Password List with the options are fields
required.

Password List Details Tab | This tab is where the majority of settings are configured for the
Password List

Customize Fields Tab This tab allows you to choose which fields you would like to use with
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the Password List

Guide Tab The Guide Tab allows you to provide some instructions to your users
as to the intended use of the Password List
API| Key Tab If you need to take advantage of the API (Application Programming

Interface) for the Password List, you will first need to create and API
Key - each Password List has it's own separate APl Key

2.1.3.8.4.1 Password List Details Tab

The Password List Details tab is where the majority of settings are specified for the Password List,
and it also allows you to copy settings from another Password List or Template, and copy
permissions form another Password List or Template.

™ Note: The various Password related options below do not apply to any Generic Fields
( Customize Fields Tab ) you configure of type 'Password' i.e. prevent password reuse, prevent
saving bad password, reset expiry date field, etc.

Below is some detail for each of the sections in the Password List Details tab.

Password List Details Section

The following table describes each of the fields/options for the Password List Details section:

Password List The Title for your Password List, as it would be displayed on the
Navigation Tree

Description A brief description outlining the purpose of the Password List

Image An image you would like displayed for the Password List in the

Navigation Tree

Password Strength Policy The Password Strength Policy you would like applied to the

Password List. Clicking on the W icon will provide detail for the
selected policy

Password Generator Policy | The Password Generator Policy you would like applied to the

Password List. Clicking on the B icon will provide detail for the
selected policy

Code Page The Code Page (character encoding) you would like to use when
importing or exporting data from the Password List

Enable Synchronization With Select the type of synchronization you would like to occur
between Passwords in the Password List, and other systems -
currently synchronization with Active Directory or Windows
Servers is currently possible, with more to come soon. Selecting an
option here will select the 'Generic Fields' required to enable the
Password List for synchronization

Additional Authentication If you want a second level of authentication for your users before
they can access the Password List, you can choose any one of the
authentication methods in this drop-down list
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Password List Details
Password List*

Description *

Image

Password Strength Policy *

Password Generator Policy *

Code Page ™

Enable Synchronization With

Additional Authentication *

SEervers

Servers

@ dell.png T ®

Default Palicy v B W
User's Personal Options v | =
Use Passwordstate Default Code Page T =
Maone Required | @
Maone Required | @

Password List Settings Section

The following table describes each of the options for the Password List Settings section:

Allow Password List to be
Exported

Mark as Private

Time Based Access
Mandatory

Handshake Approval
Mandatory

Prevent Password reuse for
the last [x] passwords

Allows or prevents the passwords and their history from being
exported

This option is not selectable - it will be set to True when you
create a Private Password List, and False when you create a Shared
Password List

If this option is set, any time new permissions are applied to the
Password List for user accounts or security groups, you must
specify a future date/time when the permission will be
automatically removed

If this option is set, any time new permissions are applied to the
Password List for user accounts or security groups, you must
specify who the Primary and Secondary approvers are for
Handshake Approval, which must be dual approved prior to access
being given

You can choose to prevent reusing of Passwords (the password
value) by selecting this option, and specifying how many password
changes are required before a password can be reused
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Prevent Non-Admin users
from Dragging and Dropping

Prevent saving of Password
records if a 'Bad' password is
detected

Users must first specify a
reason why they need to
view, edit or copy passwords

Prevent Non-Admin users
from manually changing
values in Expiry Date fields

Set the Expiry Date to
Current Date + [x] Days when
adding new passwords

Reset Expiry Date to Current
Date + [0] Days when
manually updating
passwords

Additional Authentication
only required once per
session

Show 'Active Directory &
Windows Actions' for
Passwords which are
enabled for Sync

You can select this option to minimize who can drag and drop the
Password List around in the Navigation Tree

Your Security Administrators maintain a list of passwords in
Passwordstate which are deemed to be 'bad'i.e. common, or easy
to guess/brute force. By selecting this option, user's won't be able
to save any changes to the record if a Bad Password is used - the
useris also shown what the Bad Password is, to educate them on
not what to use

If you would like your users to specify why they need to view a
Password prior to being able to view it, then select this option.
Your users will be presented with a dialog window asking them for
the reason they wish to use the Password, and this reason is then
added to auditing data, which can be reviewed at a later date if
needed

You can choose to prevent users with View or Modify rights from
changing the Expiry Date field value for password records. This is
useful for ensuring the Expiry Date isn't reset, without the actual
Password being reset

When adding new Passwords to the Password List, you can
automatically generate the Expiry Date field value based on a
certain number of days in the future, by selecting this option

When updating Passwords in the Password List, you can
automatically generate the Expiry Date field value based on a
certain number of days in the future, by selecting this option

If you choose one of the 'Additional Authentication' options for
the Password List, you can choose to make your users authenticate
ever single time they wish to view the contents of the Password
List, or only once per session - once per session means once they
have authenticated to the Password List, they won't need to
authenticate again while their session on the web site is active i.e.
if they log out of Passwordstate, they will need to re-authenticate
again to the Password List

If the Password List is enabled for synchronization with Active
Directory or a local Windows Server, enabling this option will
provide the following 4 'Actions' which can be performed on the
account:

® Unlock this account if locked

e User must change password at next logon

Disable this account

Enable this account
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~Password List Settings

Allow Password List to be Exported ®
Mark as Private &

[ Time Based Access Mandatory @

[ Handshake Approval Mandatory &

[ prevent Password reuse for the last |5 passwords

Prevent Mon-Admin users from Dragging and Dropping this Password List B
Prevent saving of Password records if a 'Bad' password is detected &

L] users must first specify a reason why they need to view, edit or copy passwords
Prevent Mon-Admin users from manually changing values in Expiry Date fields

[ set the Expiry Date to Current Date + |0 Days when adding new passwords

[ Reset Expiry Date to Current Date + |0 Days when manually updating passwords

Additional Authentication anly required once per session &
Show 'Active Directory & Windows Actions' for Passwords which are enabled for Sync

Copy Details & Settings from Section

This section allows you to copy Password List settings, and fields to use, from another Password
List or Template.

™ Note: When copying settings from another Password List or Template, you need to be aware of
incompatible field types for Generic Fields. If a selected Generic Field in one Password List/
Template is of type 'Text Field', and of type 'Password' in the Password List you are editing, then
the values in the Password List you are editing will be erased/blanked in the database - this is
because you cannot mix different Generic Field data types. There are multiple warning messages
within the Passwordstate as well for this, so please be aware.
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—Copy Details & Settings From

Copying a Template or another Password List's settings will populate all
fields/settings on this screen, except for any 4P| Keys.

- Copy Settings From Template -

- Copy Settings from Password List -

Mote: If copying settings from a Password List or Template causes the Field
Type to change for any Generic Fields (on the Customize Fields tab], then
these values will be cleared in the database when you click on the 'Save’

button.

Copy Permissions From Section

This section allows you to apply permissions based on what's set for another Password List, or
Template. This will override any permissions you already have applied to the Password List.

~Copy Permissions From

If you would like to copy permissions from an existing Template or Password
List, please select the appropriate option below.

- Copy Permissions from Template -

- Copy Permissions from Password List -

Default Options for Automatic Password Rotation Section

If a Password List is configure to synchronize an account with Active Directory or local Windows
Server, you can then set various 'Automatic Password Rotation' settings - used for resetting a
Password once the Expiry Date field value is reached.

You can set what the 'default' values are for each of the individual Password records for these
settings, by setting them here at the Password List level.

™ Note: Once these default options have been applied to a Password record, and the record
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saved, making changes for these default values at the Password List level will have no effect on
Password records

™ Note: Making changes to these default values at the Password List level will have no effect on
Password records where their settings have already been saved. This allows you to have different
Password Rotation schedules for each of the Passwords stored in a Password List - if required.

Default Options for Automatic Password Rotation

These Default Settings will be applied to Password records, which are
configured for synchronization, when you add or edit them, and can be
overridden on each record.

When Passwords expire, Auto-Generate a new one and synchronize
password rotation at the time of:

19 * | Hour oo = | Minute, and add |75 Days to the Expiry Date

If the account is locked in AD, or on the local Windows Server, unlock it

Send email notifications to Administrators of this Password List for:
[ successful Resets [¥Failed Resets

2.1.3.8.4.2 Customize Fields Tab

The Customize Fields tab is where you specify which fields you would like to use with the
Password List, which of the fields are mandatory, and specify certain 'Field Types' for any one of
the 10 Generic Fields.

The fields can be categorized in one of two ways - Standard Fields which are fixed and cannot be
modified in any way, and Generic Fields which can be renamed and their Field Type changed. A
summary of the different fields available are:

Title This is the one mandatory field you must specify, and it's intended as a
brief description as to what the Password record relates to

Username If you must specify a username to authenticate against the end
resource, this is the field you would use i.e. Username and Password to
authentication to a web site, or network switch, etc

Description A longer description as to what the Password record relates to

Account Type Account Type can be used to visually show the type of account the
record belongs toi.e. a switch, a firewall, and web login, etc.

URL If you would like to associate as web sites URL with the Password
record, then you can use this field. You can launch the URL by clicking
on it when shown in the Passwords grid

Password The actual password itself
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Password Strength

Expiry Date

Notes

Generic Fields (1to 10)

You cannot enter any data for the Password Strength field - it's a
graphical representation of how strong the password is, based on the
selected Password Strength Poilcy

All passwords should be reset after a certain period of time. The Expiry
Date field can be used to indicate when this time is, and can be used
for reporting purposes, or for Automatic Password resetting

Allows you to specify longer HTML formatted text for any general notes
you need to maintain for the record

Generic Fields can be configured for any purpose you like, and also
named any way you like. The following Field Types are available for
Generic Fields:

* Text Field A single line text field

® Free Text Field Multiple line text field

® Password An encrypted password field

® Select List A vertical drop-down list of predefined values

Radio Buttons A horizontal checklist of predefined values
Date Picker A popup calendar style control for picking date values

™ Note: If you change a Generic Field's Field Type after the fields have been populated with
data, then the values for the changed field will be erased/blanked in the database when you click
on the 'Save' button - this is because the different Generic Field Field Types need to have their
data treated differently. There are multiple warning messages within the Passwordstate as well
for this, so please be aware.
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password list details customiz

Below you can specify which fields are available, which ones are required fields, and select one or more Generic Fields and configure

their options accordingly.

Standard Fields
Field Mame
| Title
[ user Name
Description
[] Account Type
[ urRL
Password
Password Strength
Expiry Date
Notes

Generic Fields (click on Field Mames to rename)

Field Name

10s

[] Generic Field 2
[] Generic Field 3
[ Generic Field 4
[ Generic Field 5
[] Generic Field &
[ Generic Field 7
[] Generic Field 8
[ Generic Field g

[] Generic Field 10

fields guide

Required

|

S I I o

Required

|

0o ooodoogod

api key

Field Type

Text Field
Text Field
Text Field
Text Field
Text Field
Text Field
Text Field
Text Field
Text Field

Text Field

Note 1

Changing the Field Type once initially set will cause
the values to be cleared in the database (when you
click on the 'Save' button).

MNote 2

Password related options do not apply to any
Password field types you select here i.e. One-time
access, prevent password reuse, reset expiry date
field, etc.

Cancel | Save | Save & Close

2.1.3.8.4.3 Guide Tab

The Guide tab allows you to provide detail as to the intended use of the Password List, and can

include some basic HTML style formatting.
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password list details customize fields guide api key
IMEBE B 7 U=E===|F = &

This list is used for recording all Oracle E-Busi related | ds.

E\ A 0!'| Font Name - Real...v|‘y|

Please record passwords for both the application tier, and database tier in the list, and ensure they are reviewed on a monthly basis.

The Oracle Team.

PS¢y HTML @ Preview

Cancel | Save | Save & Close

Once you have specified the required detail in the Guide tab, your users can view the guide by
clicking on the 'View Guide' button at the top right-hand side of the Password Grid.

& You have Am*view Guide W Password Strength Policy |

When the click on the 'View Guide' button, they will be presenting with a popup window with the
Guide.

&= PASSWORDSTATE

*® Oracle Database Tier Guide

This list is used for recording all Oracle E-Business related passwords.

Please record passwords for both the application tier, and database tier in the list, and ensure
they are reviewed on a monthly basis.

The Oracle Team.

Cloze
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2.1.3.8.44 APl Key Tab

If you would like to expose certain data and features for the Password List to the Passwordstate
API (Application Programmable Interface), then you must first create an API Key - each Password
List must have it's own unique API Key.

In addition to specifying the API Key, you can set certain options to authorize various API Calls:

® To retrieve Passwords or Password History from the API

® To update Passwords via the API

® To add new Password records via the API

® To return blank values for Password fields, instead of returning plain-text Passwords - some
customers may find this useful for additional security, where they can write their own code to
to compare hashed strings stored in other fields to validate the password.

™ caution: Itis imperative that you take great precautions in ensuring the APl Key is not exposed
to any users who should not have access. Doing so means they have unrestricted access to all the
API function calls relevant to the Password List.

™ Note: If an API Key is set to restrict retrieving of passwords, then any API Calls which retrieve
passwords from more than one Password List at a time will simply ignore Password Lists which
have this setting - as opposed to returning a HTTP Status code of '403 Forbidden'

For more information about the functions the Passwordstate API can perform, please reference
the 'Web API Documentation' from the Help navigation menu within Passwordstate.

password list details customize fields guide api key
If you would like to expose this Password List's data via the Passwordstate API, please generate an API Key and choose the settings as appropriate.

APl Key

Click on the Generate Mew Key button below to create a new API Key for this Password List - this key will give 3rd party programs full access to the contents of this
Password List.

APl Key  |49d65a2cb73efaf4752d9a65bc3e6f49 Generate New Key

Warning: Resetting the 4Pl Key will break existing applications using it.

APl Settings

Please select which options the API Key is authorized to perform for this Password List.

APl Key is authorized to retrieve Passwords

APl Key is authorized to update Passwords

APl Key is authorized to add new Passwords

API Key is authorized to retrieve Password History

[ Return blank Password value instead of actual Password

[ Return blank Password value for Generic Fields of Type Password

If an API call is made for an 'unauthorized' feature, a HTTP Status code of ‘403 Forbidden' will be returned.

2.1.3.8.5 Save Password List as Template

Password List Templates can be used for applying consistency to the settings for your Password
Lists, either as a once of when you are creating or editing Password Lists, or on an ongoing basis
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when you link Password Lists to Templates ( Linked Password Lists ).

When you click on the menu item 'Save Password List as Template', you will see a screen very
similar to the Add/Edit Password List screen, with a few small exceptions:

® The options under 'Copy Details and Settings From'is not visible or relevant
® The options under 'Copy Permissions From'is not visible or relevant
® The APl Key tab is missing, as each Password List must have it's own unique APl Key

Excluding the exceptions above, each of the settings on the various tabs is the same as the Add/
Edit Password List screen, and you can view each of the documentation for them here - Password
List Details Tab, Customize Fields Tab & Guide Tab.

Once you have saved the Password List's setting as a template, you can access them from here -
Password List Templates.

B Add New Password List Template

To add a new Password List Template, please fill in the details below for each of the 3 tabs.

password list details customize fields guide

Please specify Password List settings manually below.

rPassword List Details = r Default Options for Automatic Password Rotation =——
Password List* m These Default Settings will be applied to Password records, which are
configured for synchronization, when you add or edit them, and can be
Description * Servers overridden on each record.
Image @ dellpn M W ire, Auto-G / v iz
-png [] when Passwords expire, Auto-Generate a new one and synchronize

password rotation at the time of:
Password Strength Policy ™

Default Policy =% o0 T | Hour [pg v | Minute, and add (30 | Days to the Expiry Date

) _ - _ . o
Password Generator Policy User's Personal Options MR [ 1f the account is locked in AD, or on the lacal Windows Server, unlock it

Code Page * Send email notifications to Administratars of this Password List for:

Use Passwordstate Default Code Page N ® X
O successful Resets [Failed Resets
Enable Synchronization With | ygne Required ~ @
Additional Authentication * None Required + =

rPassword List Settings =

[ allow password List to be Exported &
[ mark as Private @

[ Time Based Access Mandatory
[ Handshake Approval Mandatory

Prevent Password reuse for the last |5 passwords

Prevent Non-Admin users from Dragging and Dropping this Password List @
[ prevent saving of Password records if a 'Bad’ password is detected ®

[ users must first specify a reason why they need to view, edit or copy passwords
Prevent Non-Admin users from manually changing values in Expiry Date fields
[ set the Expiry Date ta Current Date + [0 Days when adding new passwords

[ Reset Expiry Date to Current Date + [0 Days when manually updating passwords

Additional Authentication only required once per session &
[ show 'Active Directory & Windows Actions' for Passwords which are enabled for Sync

Cancel | Save
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2.1.3.8.6 Toggle Visibility of Web API IDs

2.2

When working with the Passwordstate API, you will often need to know various ID values for
Password Lists (PasswordListID) and Password records (PasswordID), to perform one or more of
the API Calls. By default, these ID values are not exposed within the web interface of
Passwordstate, but they can be accessed using the 'Toggle Visibility of WEB API IDs' menu item.

When you select this menu option, the ID values will be shown on the screen, and can be again
hidden by clicking on the same menu item.

For more information about the functions the Passwordstate APl can perform, please reference
the 'Web API Documentation' from the Help navigation menu within Passwordstate.

E Screen Options B
@ Servers (PasswordListlD = 34) (APl Key = 3f8976deaZ5c4bd82c345/h96ae72956)
Actions PasswordID Title Password Strength  Expiry Date
T
L] 42049 dromeda Andromeda ver ek ¥ W W 27/08/2013
L] 46303 Centaurus Server % % % % Y
v 46304 Circinus Circinus Server - ¢ 11/05/2012
o 4211 Hercules 7 & Hercules Server e ¥ ¥ W W
o 42051 Lacerta certa Server Updated BU s ¥ W W W
v 42052 Pegasus M PegaMs Server R ¥ W W W
o 42053 Serpens Serpens Server e % 4 % %
Add | Documents | Permalink | | Grid Layout Actions... ¥ | List Administrator Actions... -

Folders are used to simply logically group other Folders or Password Lists - similar to a directory
structure on afile system

When adding a new folder, there are only a few options you must specify, and they are:

Folder Name The name of the Folder as it will be displayed in
the Navigation Tree

Description A description of the folder describing it's purpose

Prevent Non-Admin users from Dragging and You can prevent users with Non-Admin rights to

Dropping this Password Folderin the the Folder from dragging-and-dropping the

Navigation Tree position of the folderin the Navigation Tree

Manage permissions manually for this folder By default, Folders inherit permissions from the
Password Lists which are nested beneath it. You
can choose to manage permissions manually for
Folders if you like, but every time you make
changes to permissions for nested Password Lists,
you may need to make changes to the permissions

© 2013 Click Studios (SA) Pty Ltd



Passwords Menu 65

of upper-level Folders as well

™ Note: When you add a new Folder, your account will be granted Admin rights to the Folder,
and it will be positioned in the Navigation Tree just below the selected node (Password List or
Folder). You can then drag-and-drop the Folder to any position in the Navigation Tree that you
like.

W Add New Folder

To add a new folder, allowing you to organize your Password Lists in a structured way, please fill in the details below.

folder details

Please specify appropriate details below, the click on the Save Button.

Folder Mame *

Description *

Prevent Mon-Admin users from Dragging and Dropping this Password Folder in the Navigation Tree

[] manage permissions manually for this folder (do not inherit from nested Password Lists)

Cancel | Save & Add Another | Save

2.3 Add Private Password List

Private Password Lists are almost identical to Shared Password Lists, except the only person who
can see a Private Password List and it's contents, is the person who created it - not even Security
Administrators of Passwordstate are aware any Private Password Lists exist.

One other difference to Shared Password Lists is 'permission' related options - any options which
relates to permissions will be disabled, as you cannot grant permissions to other users to a
Private Password List.

As the majority of settings and features available when creating a Private Password List are the
same as Adding/Editing a Shared Password List, you can view the documentation for each of the
tabs here - Password List Details Tab, Customize Fields Tab, Guide Tab & API Key Tab.

™ Note: Be very careful if you choose the 'Use Separate Password' Additional Authentication
option for your Private Password Lists. If you forget this Password, Security Administrators of
Passwordstate are not able to reset it, meaning you will have lost access to the Password List.

™ Note: When you add a new Private Password List, your account will be granted Admin rights to
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the Password List, and it will be positioned in the Navigation Tree just below the selected node
(Password List or Folder). You can then drag-and-drop the Password List to any position in the
Navigation Tree that you like.

= Add New Password List

To add a new Password List, please fill in the details below for each of the various tabs.

Note: You will receive Administrator permissions to the Password List once it is created (unless you're copying permissions from another Password List).

password list details customize fields guide api key
Please specify Password List settings manually below. Cr copy settings/permissions from existing Templates or Password Lists,
Password List Details = rCopy Details & Settings From =

Password List* |

Copying a Template or another Password List's settings will populate all

fields/settings on this screen, except for any APl Keys,
Description *

Image - Select Image - v = - Copy Settings From Template - -
Password Strength Policy* | pefault Palicy v @ % - Copy Settings from Password List - 9
Password Generator Policy* | {jcors personal Options - = L.
r Copy Permissions From =
Code Page* - @
Clselpasswordstatel Befauliodeléage If you would like to copy permissions from an existing Template or Password
List, please select the appropriate option below.
Enable Synchronization With | Ngna Required - @
- Copy Permissions from Template - -
Additional Authentication* None Required | =
- Copy Permissions from Password List - -
Password List Settings = ~Default Options for Automatic Password Rotation =——
o i to be Exported ® These Default Settings will be applied to Password records, which are

configured for synchronization, when you add or edit them, and can be

~ : =
Mark as Private &
X averridden on each record.

Handshake Approval Mandatory = [ When Passwords expire, Auto-Generate a new one and synchronize

Prevent Password reuse for the last |5 passwords password rotation at the time of:

Prevent Non-Admin users from Dragging and Dropping this Password List & 00 ~| Hour | pp | Minute, and add |90 | Days to the Expiry Date
Prevent saving of Passward records if a 'Bad' password is detected &

[ users must first specify a reason why they need to view, edit or copy passwords O i the account is locked in AD, ar on the local Windows Server. unlock it
[ prevent Non-Admin users from manually changing values in Expiry Date fields
[ set the Expiry Date to Current Date + |0 Days when adding new passwords Send email notifications to Administrators of this Password List for:

Osuccessful Resets [ Failed Resets

[ Reset Expiry Date to Current Date + |0 Days when manually updating Passwords

Additional Authentication only required ance per session &
[ show "Active Directory & Windows Actions' for Passwords which are enabled for Sync

Cancel | Save & Add Another | Save

Add Shared Password List

Shared Password Lists are used to share Passwords with teams of people, and allows various
types of permissions to be applied - View, Modify or Administrator.

Once a Shared Password List is created, you can then start adding passwords to it, and then
sharing those passwords with other team members.

As the settings and features available when creating a Shared Password List are the same as
Editing a Shared Password List, you can view the documentation for each of the tabs here -
Password List Details Tab, Customize Fields Tab, Guide Tab & API Key Tab.
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™ Note: When you add a new Shared Password List, by default your account will be granted
Admin rights to the Password List (Security Administrators of Passwordstate can change this
setting though), and it will be positioned in the Navigation Tree just below the selected node
(Password List or Folder). You can then drag-and-drop the Password List to any position in the
Navigation Tree that you like.

iZ Add New Password List

To add a new Password List, please fill in the details below for each of the various tabs.

Note: You will receive Administrator permissions to the Password List once it is created (unless you're copying permissions from another Password List),

password list details customize fields guide api key
Please specify Password List settings manually below. Or copy settings/permissions from existing Templates or Password Lists.
rPassword List Details = rCopy Details & Settings From =

Password List * |

Copying a Template or another Password List's settings will populate all

fields/settings on this screen, except for any API Keys.
Description *

Image

- Select Image - M - Copy Settings From Template - 7
Password Strength Policy * Default Policy MEEE ¢ - Copy Settings from Password List - T
Password Generator Policy * ] | ® g
J User's Personal Options P _
B - Copy Permissions From
Code Page* v =
Dselpasswordstalel DefauliGodelBage If you would like to copy permissions from an existing Template or Password
List, please select the appropriate option below.
Enable Synchronization With | yjgne Required v =
- Copy Permissions from Template - -
Additional Authentication * None Required v =
- Copy Permissions from Password List - -
rPassword List Settings = r Default Options for Automatic Password Rotation =——
Allow Password List to be Exported & Thes.e Default Settings w:ill b.e applied to Password r.e(ords which are
Mark as Private configured for synchronization, when you add or edit them, and can be

. _ overridden on each record.
[ Time Based Access Mandatory ®

O Handshake Approval Mandatory = [ When Passwords expire, Auto-Generate a new one and synchronize
Prevent Password reuse for the last |5 passwards passward rotation at the time of:

Prevent Mon-Admin users from Dragging and Dropping this Password List & 00 T Hour go v | Minute, and add |90 | Days to the Expiry Date
Prevent saving of Password records if a 'Bad' password is detected @

[ Users must first speafg a reason why they need to view, edit or copy passwords O 1f the account is locked in AD, or on the local Windows Server, unlock it
[ prevent Non-Admin users from manually changing values in Expiry Date fields

[ set the Expiry Date to Current Date + |0 Days when adding new passwords Send email notifications to Administrators of this Password List for:

[ Reset Expiry Date to Current Date + [0 Days when manually updating Passwords D successful Resets [Failed Resets

Additional Authentication only required once per session &
[ Show 'Active Directory & Windows Actions' for Passwords which are enabled for Sync

Cancel | Save & Add Another | Save

2.5 Administer Bulk Permissions

The standard method of apply permissions to a Password List is via the Grant New Permissions
button for each individual Password List.

The Administer Bulk Permissions feature allows you to search for either a User Account or
Security Group, and then apply permissions to multiple Password List at once. When you search
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2.6

for a User Account or Security Group, it will show the Password Lists they don't have access to
(Available Password Lists), and the Password Lists they already have access to (eitherin the View,
Modify or Administrator Permissions text boxes).

™ Note: A couple things to note about this feature - 1. Only Password Lists will show which you
have Administrator rights to, and 2. Any Password Lists which have Time-Based Access or
Handshake Approval set as mandatory, will be disabled in the search results.

#1 Administer Bulk Permissions for Password Lists
Administering Bulk Permissions is a three step process - 1, Search for a User or Security Group, 2. Apply new or modify existing permissions, and 3. Save the changes,
Note 1: You cannot administer bulk permissions for Passwaords Lists which have mandatory options set for Time Based Access or Handshake approval.

Note 2: Only Password Lists you are an Administrator of will be available on this screen.

access permissions

Search for an appropriate user or security group, and apply the required permissions (use * to search for all).

Search : * [~ ]

Search For: @ User '-:-‘Secur\ty Group

Search Results Available Password Lists View Permissions Reason for Access
& (ABRANT) Andrew Brant # | # Canon Printers &5 Network Monitoring

& Amanda Ford £ Corporate ISP Accounts 2>

& Bill Sandford 5 LAN Switches e

& Brett Hales 3 Optus ISP Account's 2

& Bruce Wetherford = Oracle Database Tier

& Catherine Smithers 1] SCCM Modify Permissions

& Click Studios @ servers

& Click Studios Test Account [ Solarwinds Eminentware Support EEY

& devuser one 0

S Ent User EBWAN Routers
& Felicity Banks
A Windows Accounts Administrator Permissions
& Francis Milligan's QWkstn Administrator .'.: Optus ISP Account's

& George Papadopolis an

& Graham Saunders

& Grant Meadows

2 Cean Manh.

Status:

Expiring Passwords Calendar

The Expiring Passwords Calendar feature provides you wish a graphical calendar view of when
Passwords are set to expire - based on the Expiry Date field.

On this calendar you can:
® Navigate back and forth by Day, Week or Month

¢ Click on the Password record allowing you to edit it's details i.e. reset the password and the
Expiry Date field if you want.
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2.7

< > today - jun, 2013 DAY  WEEK
Sun Mon Tue Wed Thu Fri Sat

26 27 28 29 30 31 01 Jun

2 3 4 5 6 7 8

g 10 - 12 13 14 15

Andromeda

6 7 8 9 20 2 22

23 24 25 26 27 28 29
scom_test2
scom_test2

30 01 Jul 2 3 4 5 6

Password List Templates

Password List Templates can be used to apply consistency to settings for your Password Lists.
They can be used in the following way:

® You can apply a Template's settings as needed (once off) when you add a new Password List, or
edit an existing Password Lists' settings ( Password List Details Tab )
® You can link Password Lists to a Template, and then manage all settings from the Template.
When you do this, the majority of options for the Password List will be disabled when you
chose to Edit Password List Details
® You can also apply permissions to a Template, and these permissions can be used for:
o Allow other users to see the Templates via the 'Password List Templates' menu option
o Allow other users to also modify the settings for the Template via the 'Password List
Templates' menu option
o Applying permissions to a Password List as needed (once off) when you add a new Password
List, or edit an existing Password Lists' settings ( Password List Details Tab )

™ Note: Permissions on a Template are not used when Linking Password Lists to a template - this
can only be done when adding a new Password List, or editing the settings for an existing one.

You can either create Templates by clicking on the Add New Template button on this screen, or
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via the Save Password List as Template option for an existing Password List.

BE Password List Templates

Listed below are all the Password List Templates you have created, or been given access to.

Actions Password List Description Linked Password Lists  Deny Export Tm}e E‘as-:cl Handshake Prevent Password

cCess Approval Reuse
T T
[ -] 2 Al Options Enabled PreventDragDrop
> -] @ Oracle DB Template Oracle Database Password List
L] & Riverbead Stealhead Template  For the Riverbead Stelhead appliances
-] Servers Servers
[ ] Servers Template Servers Template
(] %, SQL Database Template MNormal template for storing SQL Accounts
[~ Web Site's Warious web sites on the net

Add New Template | | Grid Layout Actions... ™

Editing a Template Settings

Editing the settings for a Template is almost identical to that of a Password List, and can be
accessed via clicking on the appropriate 'Password List' hyperlink you see in the Grid above.
Please reference the documentation for each of the tabs here - Password List Details Tab,
Customize Fields Tab & Guide.

™ caution: When editing a Template's settings when it is linked to other Password Lists, if you
change any of the Field Types for any Generic Fields, these fields will have their data cleared/
blanked in the database when you click on the 'Save' button. This is because the different Generic
Field Field Types need to have their data treated differently. There are multiple warning
messages within the Passwordstate as well for this, so please be aware.

Password List Template Actions

From the 'Actions' drop-down menu, you have various features available:

® VView Permissions applied to the Template - this also allows you to add/update/delete
permissions as required

® You can Link Password Lists to the Template

® You can delete the template

™ Note: If you delete a Template which is linked to one or more Password Lists, these Password
Lists will bet set to use the Templates' settings as there were prior to you deleting the Template.
You can then go ahead and modify the settings of the Password Lists as required.
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B8 Password List Templates

Listed below are all the Password List Templates you have created, or been given access to.

Actions Password List

T

2 All Options Enabled

= Oracle DB Template
View Permissions nplate
Linked Passward Lists

Delete Template

L 50L Database Template

00 (DO%BeO O

» Web Site's

Add Mew Template | | Grid Layout Actions... ~

271 Add New Template

You will notice from the screenshot below the settings for a Template are almost identical to a
Password List, so please reference the documentation for each of the tabs here - Password List
Details Tab, Customize Fields Tab & Guide Tab. One exception to this is the APl Key tab, as each

Password List's APl Key details must be unique.

™ Note: When you add a new Template, you will be giving Administrator rights to it.
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@ Add New Password List Template

To add a new Password List Template, please fill in the details below for each of the 3 tabs.

password list details customize fields guide

Please specify Password List settings manually below.

rPassword List Details Default Options for Automatic Password Rotation &=——

Password List* || These Default Settings will be applied to Password records, which are

configured for synchronization, when you add or edit them, and can be
Description * overridden on each record.
Image - Select Image - v B [] when Passwords expire, Auto-Generate a new one and synchronize

password rotation at the time of:
Password Strength Policy™ | pegaylt palicy MR 00 ~ Hour go ~| Minute, and add [90 | Days to the Expiry Date
Password Generator Policy™ | yeap's persanal Options | = a [ if the account is locked in AD, or on the local Windows Server, unlock it
c . Send email notifications to Administrators of this Password List for:
Code Page* Use Passwordstate Default Code Page M i !
[ successful Resets [Failed Resets

Enable Synchronization With v =

Mone Required

Additional Authentication * None Required | =

Password List Settings ©

Allow Password List to be Exported @

[ Mark as Private &

[ Time Based Access Mandatory ®

[ Handshake Approval Mandatory &

Prevent Password reuse for the last |3 passwords

Prevent Non-Admin users from Dragging and Dropping this Password List &
Prevent saving of Password records if a 'Bad' password is detected @

[ Users must first specify a reasan why they need to view, edit or copy passwords
[ prevent Non-Admin users from manually changing values in Expiry Date fields
[ set the Expiry Date to Current Date + |0 Days when adding new passwords

[] Reset Expiry Date to Current Date + |0 Days when manually updating passwords

Additional Authentication anly required once per session @
[ Show 'Active Directary & Windows Actions' for Passwords which are enabled for Sync

Cancel | Save

2.7.2 Linked Password Lists

When you link one or more Password Lists to a Template, the majority of settings for the linked
Password Lists are then managed via the Template - which the exception of the details on the APl

Key Tab.

Linking Password Lists to a Template is very simply process - move the Password List you want to
link into the 'Linked Password List(s)' text box, and click on the 'Save' button.

™ caution: When linking Password Lists to a Template for the first time, if the Password List has
some Generic Fields specified which are different to any Generic Fields specified for the
Template, these fields will have their data cleared/blanked in the database when you click on the
'Save' button. This is because the different Generic Field Field Types need to have their data
treated differently. There are multiple warning messages within the Passwordstate as well for
this, so please be aware.

© 2013 Click Studios (SA) Pty Ltd



Passwords Menu 73

iZ Linked Password Lists

Below are a list of Password Lists which can be, or are already linked, to the Template *Oracle DB Template'.

Note 1: A Password List can only be linked to one Template at a time. If already linked to another Template, it will be disabled in the 'Available Password List(s)' dialog
Note 2: If you link a Password List to this Template, and the Template has different Generic Field field types compared to the Password List, then this will cause the
values for the columns to be cleared in the database for the Password List (when you click on the 'Save’ button).

link password lists

Link to Template ‘Oracle DB Template®.

Available Password List(s) Linked Password List(s)
=\Canon Printers =" Customers | Customer's A\Oracle Database Tier
el Customers | Customer's A\SCCM
3" Customers |, Customer's BA\LAN Switches
&3\ Customers | Customer's B\Network Menitoring
Q\Cu;tnmers  Custemer's B\Servers
_.!;\Customers \ Customer's B\SOL Server
8\ Customers | Customer's B\WAN Routers
3\ Customers \ Custorners C\Stealhead Appliances
£ \ISP Accounts\Corporate ISP Accounts
::\ISP Accounts\Optus I5P Account's <
ﬁ\ISP Accounts\Optus ISP Account's 2
£ \ISP Accounts\Web Sites
[ \Solarwinds Eminentware Support
& \TestAd
& \Windows Accounts
G\Wkstn Administrator

B

Count: 16 Count: 1

Status: Cancel | Save

2.8 Request Access to Passwords

Itis possible to request access to a Password List, or individual Password records, if you do not
already have access. When requesting access, the email request will be routed to the
'Administrators' of the Password List you are requesting access to - the Administrators will also
receive popup reminders when they visit the Passwordstate web site, in case an email is not
delivered oris deleted.

The 'Request Access to Passwords' screen shows all the Shared Password List, and what access you
already have - if any. From here you can request access to a Password List, or individual Password
records.
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% Request Access to Passwords
Depending on options set by your Security Administrators, you can either request access to entire Password Lists or individual passwords.

To request access to a Password List, you can do so by selecting the appropriate option from the ‘Actions’ drop-down menu. If you require access to an individual passwerds, you can either click
on the 'Password List' title itself and request access, or search for the password you reguire,

Note: The Guest, View, Modify & Admin columns show what permissions you already have to the Password List.

Actions  Tree Path Password List Description Guest View Modify Admin Expires
T T T

[~] § Banking Sites Banking Sites
o » Bigpond ISP Accounts & Bigpond ISP Accounts
[+] @ Canon Printers Service accounts for all Canon Printers o
[+] \ISP Accounts » Corporate ISP Accounts &  Corporate Dial-up ISP Accounts for travellers ¥
[~] \Customers \, Customer's B & LAMN Switches Local Area Network Switches L'
[~] ‘Customers \, Customer's B & Network Monitoring Netwerk Monitaring List for all Tools L'
[~} » New Web Site's Various web sites on the net
[+] 3\ ¢ Optus Dialup Optus Dialup
-] ISP Accounts 2 Optus ISP Account's Optus ISP Accounts o
[+] \ISP Accounts £ Optus ISP Account's 2 QOptus ISP Account's 2 ¥

W 2 3w Page: 1 of 3 L Page size: 10 Item 1to 10 of 25

Search For Individual Passwords | | Grid Layout Actions... ™

Request Access to a Password List

You can request access to a Password List by selecting the appropriate level of access from the
'Actions' drop-down menu.

Actions Tree Path Passwaord List Dez]

T T

(4] \ § Banking Sites Bank

% Request View' Access 2 Bigpond ISP Accounts = Bigpy
= Fequest 'Maodify' Access

= Request 'Admin' Access

= Canon Printers & Sern

£ Corporate 5P Accounts & Cor

You will then be presented with a popup window where you can specify a reason as to why you
require access. When you click the 'Submit' button, the request will be routed to the
Administrator(s) of the Password List.
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B PASSWORDSTATE I

% Request Password List Access

To request access to the Password List 'Banking Sites’ with the details below, please
specify a reason why and click on the 'Submit' button.

— Request Details :
Password List : Banking Sites (Banking Sites)
Password Title: Mot applicable
Access Type: Admin Access
Access For: Mark Sandford
Reason :
4
Cancel Submit

Request Access to Individual Password Records

You can request access to individual Password records in a similar fashion to Password Lists, and
can be accessed via:

® Clicking on the 'Password List' hyperlink in the Grid, and then accessing via the 'Actions' drop-
down menu for the appropriate record
® Or, by clicking on the 'Search for Individual Passwords' button at the bottom of the screen

2.9 Toggle All Password List Visibility

By clicking on the 'Toggle All Password List Visibility' menu option, all Shared Password Lists will
be displayed in the Navigation Tree.

The Password Lists you do not have access to will be colored in Red, and by clicking on the
Password List in the Navigation Tree, you will be given the opportunity to request access to the
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Password List.

™ caution: Depending on how many Password Lists and Folders are recorded in your database,
making them all visible on the screen may cause delays in rendering the Navigation Tree - it
depends on entirely how much HTML needs to be rendered. If this is of a concern, your Security
Administrators can disable this feature from the Administration -> System Settings screen.
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Password Lists f

28| Passwords Home

Banking Sites

2 Bigpond ISP Accounts

=

4 [ Customers
4 7] Customer's &
EJ_EJ. Oracle Database Tier
] SCCM
4 7] Customer's B
& LAN Switches
& Network Monitaring
@' Servers
’_"5. 54l Server
3 WAN Routers
4 [ Customers C
3 Stealhead Appliances
4 [T 15P Accounts

2 Optus Wireless

£ Web'Sttes
IBM My Private Passwords2

3 Generator Menu

The Generator menu is where you can access your personal settings for the Password Generator
built into Passwordstate, and also allows you to generate any number of random passwords with
your personal settings.
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™ Note: The Security Administrators of Passwordstate can create different Password Generator
Policies and apply them to various Password Lists, so if you generate a new random password
when adding/editing a Password record, the password does not seem to conform to your
personal settings, then most likely a different Password Generator has been applied to the
Password List.

The Password Generator screen comprises of three tabs - two for specifying the settings, and one
for generating the random passwords.

Alphanumeric & Special Characters

The Alphanumeric & Special Characters tab allows you to specify the desired length of the
password you wish to generate, as well as settings for letters, numbers, special characters and
various forms of brackets.

B Password Generator

Please use the various tabs below to specify options for your Personal Password Generator options.

generate passwords alphanumerics & special characters word phrases

Include Alphanumerics & Special Characters

r—Password Length

Length : |8 Min (12 hax

—Alphanumerics

Lower-case Upper-case Mumbers
Wlinclude higher ratio of alphanumerics vs special characters

Uinclude ambiguous alphanumerics (I, |, and 1)

—Special Characters

Include the following special characters

l@#5% &M +/=_-

Uinclude the following brackets
004>

Save Options
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Word Phrases

The Word Phrases tab allows you to insert a random word at the beginning of the password,
somewhere in the middle, or at the end. You can specify how many words to create, what length,
and what form of separation you would like between the word and the rest of the random
password - either dashes, spaces or nothing.

Passwordstate has 10,000 different words it can choose from, all of different lengths.

B Password Generator

Please use the various tabs below to specify options for your Personal Password Generator options.

generate passwords alphanumerics & special characters word phrases _

Include Waord Phrases

—Quantity & Length

Mumber of Words :

Maximum Word Length @ 4

—Positioning
® prefix Words to Alphanumerics & Special Characters
(O Append Words to Alphanumerics & Special Characters

(D Insert Randomly into Alphanumerics & Special Characters

—Separation
® separate Words with Dashes
(O Separate Words with Spaces

(O Mo Sseparation

Save Options

Generate Passwords

The Generate Passwords tab is where you specify the number of random passwords you want to
generate.

It's not necessary to click on the 'Save Options' button if you simply want to test different options
under the two other tabs, but you will need to click on this button if you want to retain these
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settings for future use.

8 Password Generator

Please use the various tabs below to specify options for your Personal Password Generator options.

I generate passwords alphanumerics & special characters word phrases

Mumber of Passwords : |13 Generate Passwords | Select All

nuts-oxLwcRvh
wits-epFETZC489yFG
aft-BCT dMtUkFGhIM
ague-V@a3bmdoaykAE
leaf-/%DackKTpZ
dims-¥T%x\WkEizap
don-xo!_ncMeWs
byte-8M I uVkKkRWCE
sled-750DwwWf3ocT
dims-_LmH4acs
row-K2vhrivj2i
wade--Dd*D5qx8
ash-bra8QuqDVPXG
flee-SkxkkDhrEH
clay-TtpisxygdBeq

Save Options

Auditing Menu

The Auditing menu allows you to view all the auditing data applicable to the Password Lists you
have access to. It allows you to filter the data in multiple ways, as well as export the contents of
the search results to a csv file for further analysis if required.

Additional auditing data is also available to Security Administrators of Passwordstate, and can be
found on the screen Administration -> Auditing. The additional auditing data relates to certain
activities like login failures, user account related, etc.

© 2013 Click Studios (SA) Pty Ltd



Auditing Menu

O Auditing

To search for relevant audit records, please use the options below,

Auditing Filters

Platform: ® Al platforms Oweb O APl O windows Service

81

Password List Activity Type Begin Date End Date
All Passward Lists T | All Activities v 25/06/2013 Search
Date Platform UserlD First Name Surname IP Address Activity Tree Path Description
T T T T T T T
\Customers \
25/06/2013 11:01:45 AM web haloxymsand Mark sandford 10.0.0.102 Password st Customer's A\ oy Sandford (halox\msand) ¢
o o Updated Oracle Database
Tier
\Customers \
25/06/2013 11:01:14 AM web haloxymsand Mark Sandford 10.0.0.102 T U Gogimredy, e S (e g
= aoamsar = s o me
Filter by Platform
A Auditing
To search for relevant audit records, please use the options below.
Auditing Filters
ivity Type Begin Date End Date
All Password Lists T Al Activities M 25/08/2013 Search

Filter by Specific Password Lists
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Cf Auditing

To search for relevant audit records, please use the options below.

— Auditing Filters

Platform: @ all platforms O web O apl O Windows Se

Password List ctivity Type Be

All Password Lists . All Activities -
All Password Lists
(=, “Canon Printers

EJ_EJ, wCustomers b, Custormer's A% Oracle Database Tier
D gdl NCustomers Y, Customer's A% SCCK
&= \Customers ', Customer's B LAN Switches 1
& \Customers \, Customer's B\, Metwork Monitoring
| Q WCustomers % Customer's B Y Servers
23 :_('B YCustomers Y, Customer's B, SOL Server
B8 \Customers b, Customer's B Y WaMN Routers
B9 \Customers \, Customers CV, Stealhead Appliances
£ ASP Accounts b, Corporate ISP Accounts
.‘.‘.g WSP Accounts , Optus ISP Account's

25

25 ﬁ WSP Accounts b, Optus ISP Account's 2 W

Filter by Specific Activity Type
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Cf Auditing

To search for relevant audit records, please use the options below. /

—Auditing Filters

Platform: @ all platforms Oweb O apl O windows Service

Password List Activity Type Begin Date
&ll Passwaord Lists MIREA! Activities .
All Activities A

Access Granted
Access Removed
Access Updated
. Document Deleted
T T Document Updated
Document Uploaded
25/06/2013 11:01:45 AM Web hal Document Viewed 10,0.0.102
Handshake approval Requested
Password Added
Password Copied Between Passwaord Lists
25/06/2013 11:01:14 AM Web hal Password Copied to Clipboard 10.0.0.102
Password Deleted
Password History Exported
25/06/2013 10:57:22 AM Web hal password Histary Retrieved W 1000102

Date Platform Us¢ P address

Filter between Specific Dates

Cf Auditing
To search for relevant audit records, please use the options below.

Auditing Filters

Platform: ® all platforms Oweb O apl O windows Service

Password List Activity Type " Begin Date End Date

All Password Lists T | All Activities 25/06/2013

Further Filter by Search Results Contents
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First Name

Mark

Mark

Mark

Mark

Surname

Sandford

Sandford

Sandford

Sandford

Begin Date

IP Address

End Date

25/06/2013 Search

Activity

Password List
Updated

Password List
Updated

Password
Updated

Password Screen
Opened

Tree Path Description
T [~
Customers Contains
Customer's A\ ‘,
Mark Sandford DoesMNotCantain st
StartsWith
Customers Endswith
Customer's A \ Mark Sandford EqualTo sty
Oracle Database  A\Oracle Datab
Tier MotEqualTo
GreaterThan .
at
LessThan in).
GreaterThanOrEqualTo ore
ISP Accounts
Web Sites LessThanOrEqualTo on
ST UESCrIpuon = | erernk Loginj. VIew rass

The Preferences screen is where you can specify many different settings specific to just your

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may override any settings you specify here. If a User Account Policy is applied to
your account, certain settings on the Preferences screen will be disabled.

Allows you to specify which Password List of Folder will first be
presented to you when you navigate to the Passwordstate web
site

A collection of different settings specific for your account

Allows you to enabled/disabled one or more of the many different

email notifications Passwordstate can send you, as well as

different report options

Specify which authentication method you wish to use when first

accessing the Passwordstate web site

84 Passwordstate User Manual
O Auditing
To search for relevant audit records, please use the options below.
Auditing Filters
Platform: @ all platforms Oweb O apl O windows service
Password List Activity Type
All Password Lists ~ Al Activities
Date Platform UserlD
T T
2 2013 45 AM ‘eb haloxymsand
2 2013 4 AM ‘eb haloxymsand
2 2013 722 AM ‘eb haloxymsand
2 Neb haloxymsand
5 Preferences Menu
Passwordstate user account.
The Preferences screen has the following 4 tabs:
Home Page Tab
Miscellaneous Tab
Email Notifications Tab
Authentication Options Tab
51 Home Page Tab

The Home Page Tab simply lets you select which Password List or Folder you would like displayed
for you when you first navigate to the Passwordstate web site.
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Q Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save’ button.

home page miscellaneous email notifications

Please select which of the Password Lists below you would like to make your default Home Page in Passwordstate,

G rassvords Home

= Canon Printers
4 |7 Customers

4 |3 Customer's A
= Oracle Database Tier
il SCCM

4 |7 Customer's B
€5 LAN Switches
&5 Metwork Monitoring
Q Servers
_.’.J SOL Server
3 WAN Routers

4 |73 Customers C

authentication options

5.2 Miscellaneous Tab

The Miscellaneous Tab has the following settings you can choose for your account:

Password Visibility on Add/View/Edit
Pages

Auto Generate New Password When
Adding a New Record

Enable Search Criteria Stickiness Across
Password Screens

When you add a new Password or edit an existing
one, by default the password value is masked i.e.
**xEX*If you choose, you can instead show the
password value instead of the masked one

When adding a new Password record, you can
automatically generate a new random password
instead of having to specify one yourself. The
format/complexity of the new random password will
be determined by which Password Generator Policy
is applied to the Password List

When using the search textbox found at the top of
most Password screens, you can choose to make this
search value you type sticky across different
Password Listsi.e. if you search for 'test'in one
Password List, when you click on another Password
List in the Navigation Tree, the contents of the
Passwords grid will also be filtered by the term
'test'. You can also clear the search criteria by clicking
on the 88 icon
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Show the 'Actions' toolbar on the
Passwords pages at the

Expand bottom Navigation Menu items by

When creating new Shared Password Lists,
base the settings and permissions on the
following Template

Locale (Date Format)

At the bottom of every Passwords grid there are
certain buttons/controls for adding passwords,
importing them, viewing documents, etc. With this
option, you can choose to display the 'Actions'
toolbar at the bottom of the Passwords grid, at the
top, or both

The Navigation Menu at the bottom of the screen
can expand certain menus vertically by simply
hovering over them. If you choose, you can change
this option so you must first click on the Menu item
before it expands

When creating new Password Lists, you can choose
to automatically specify all the settings based on
one of the Templates you select here

Allows you to specify a date format for any date
fields - you may need different format based on
your region, compared to that of what

Passwordstate is current set to use system wide
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£ Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save' button.

home page miscellaneous email notifications authentication options

Please select which of the following miscellaneous options within Passwordstate you would like to enable.

Password Visibility on Add/View/Edit Pages:
Ovisible @ Mask

Auto Generate New Password When Adding a New Record:
Oves ®No

Enable Search Criteria Stickiness Across Password Screens:
®ves ONo

Show the "Actions’ toolbar on the Passwords pages at the:
® pottom O Top O Bottom & Top

Expand bottom Navigation Menu items by:

® Hovering over it ) Clicking on it

When creating new Shared Password Lists, base the settings and permissions on the following Template:

Do not use template e

Locale (Date Format):

Use System Wide Locale Setting -

5.3 Email Notifications Tab

The Email Notifications Tab allows you to enabled/disabled one or more of the many different
email notifications Passwordstate can send you, as well as different report options.

™ Note: There is a feature called 'Email Notification Groups' which your Security Administrators
of Passwordstate can use, and using this feature for your account will cause the 'Choose Email
Notifications' button below to be disabled

™ Note: Security Administrators can also disable one or more Email Notifications system wide, so
if you are not receiving emails you are expected to, please speak with one of your Security
Administrators

© 2013 Click Studios (SA) Pty Ltd



88

Passwordstate User Manual

£ Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save' button.

home page miscellaneous email notifications authentication options

Please select which options you would like to receive notifications for in Passwordstate.

Send me email notifications for the following events: | Choose Email Motifications

Email Me a Daily Audit Report:
{Only Password List Administrators and Security Administrators will receive this report)

®ves ONo

Email Me Expiring Passwords Report:

®ves ONo

Expiring Passwords Report Frequency: | Daily -

Save | Save & Close

Choose Email Notifications

By Clicking on the 'Choose Email Notifications' button, you will be presented with a list of email
categories, which can either be enabled or disabled. There is also an option to enable or disable
all email notifications with the buttons at the bottom of the grid.

& Email Notifications
Please select which Email Notifications you would like to receive from Passwordstate by selecting the appropriate option from the 'Actions' drop-down menus below.
Actions Category Description Enabled
[+] Access Reques; Notifies Password List Administrators that a user has requested access to a Password List or individual password +
[+] Access Regdest Denied Natifies you if your request to a Password or Password List has been denied +
[+] Accesgfo Password Changed Natifies you if your access level to an individual Password record has changed 4
-] ess to Password Granted Natifies you if you've been granted access to an individual Password record o+
% Toggle status - Enabled or Disabled Notifies you if your access level to a Password List has changed W
[~] Access to Password List Granted Notifies you of new access being granted to a Password List +
[~] Access to Password List Removed Natifjes you of your access being removed from a Password List '
o Access to Password List Template Changed tifies you if your access level#o a Password List Template has changed +
[+] Access to Password List Template Granted Natifies you of new access#eing granted to a Password List Template 4
o Access to Password List Template Remoy, Natifies you of your agfess being removed from a Password List Template +
L D 234 v m age: 1 of 4 K&l Page size: 10 Item 1to 10 of 39
Return to Preferences | Enabled All Notifications | Disable All Notifications | | Grid Layout Actions.. ™

Reports

There are also certain reports available to you, which can be emailed at different intervals:

® Daily Audit Report - an email summarizing all activity for Password List you are an Administrator
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of

® Expiring Passwords Report - a report which shows which Passwords have already expired, or are
going to expire within the next 30 days. The report can be sent daily, weekly and monthly, and
only applies to Password Lists you have access to

5.4 Authentication Options Tab

There are a variety of different Authentication Options available when you first browse to the
Passwordstate web site. By default you will use the 'System Wide' authentication option as
specified by your Security Administrators, but you can elect to use a different authentication
option if you like by specifying it as part of your Preferences.

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may disable any authentication options you have specified for your Preferences.

€ Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save' button.
home page miscellanecus email notifications authentication options _

The Default Authentication Option in Passwordstate is 'Passthrough AD Authentication’. This authentication option automatically passes
your domain credentials from the browser to the Passwordstate web site, and does not require any input from yourself,

r— Authentication Option

Please specify which Authentication options will apply to you Please Mote:

each time you access Passwordstate. When using the default Passthrough authentication method, the
only true way to expire your login credentials after logging out
Authentication Option: is to close the browser window. Clicking on the ‘Log Back In’

button, or refreshing the page, simply re-authenticates you.
Please be aware of this if you log into Passwordstate from
different computers than your own.

Use the System Wide Authentication Settings -

— ScramblePad Pin Number
If you have chosen to use ScramblePad Authentication, please specify a Pin Number to use.

ScramblePad Pin Number:
023 B Minimum length is : 4)

— Google Authenticator
In order to use two-factor authentication with Google Authenticator and your mobile/cell device, you will need do:

1. Select the appropriate Google Authenticator option above

2. Generate a new barcode/secret key

3. Scan the barcode into Google Authenticator on your mobile device, or manually type in the displayed Secret Key
4, Click on the 'Save' button.

Secret Key: Show || MNew || Clear

(not case-sensitive)

Save | Save & Close
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Authentication Option

There are multiple authentication options available to you, and they will vary depending on if
your are using the Active Directory authentication version of Passwordstate, or the Forms-Based
authentication version. The following screen shows the options available when using AD
integrated authentication. If using Forms Authentication, none of the 'AD' options will be visible.

The following table describes each of the Authentication Options:

Use the System Wide Authentication
Settings

Passthrough AD Authentication

Manual AD Authentication

Manual AD and Google Authenticator

Manual AD and RSA SecurlD

Manual AD ScramblePad Authentication

Google Authenticator

RSA SecurlD Authentication

Any one of the below authentication options as set
by your Security Administrators

If Passwordstate is installed and configured
correctly, you should not be prompted with a
browser authentication window when using this
option. The browser should "passthrough" your
domain credentials to the 1IS web site, and the
'Windows Authentication' within IIS will validate
your credentials against AD. If you are being
prompted to enter your username and password,
please ask your Security Administrators to
investigate

This options will present you with a screen where
you can manually specify your domain username
and password. Passwordstate will then validate
this against Active Directory.

In additional to manually specifying your AD
username and Password, just must also specify a
valid Google Verification Code for your Google
Authenticator application - see instructions below
for this

In additional to manually specifying your AD
username and Password, just must also specify a
valid SecurlD Passcode. Your Security
Administrators must first follow the provided
instructions to prepare Passwordstate for SecurlD
authentication

ScramblePad Authentication requires you to match
a pin number which is assigned to your account, to
arandomly generated string of letters - see below
for ascreenshot

Google Authenticator with Passthrough AD
Authentication

RSA SecurlD Authentication with Passthrough AD
Authentication
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ScramblePad Authentication ScramblePad Authentication with Passthrough AD
Authentication

Separate Password A completely separate password, used in
conjunction with Passthrough AD Authentication

™ Note: If required, your Security Administrators can reset your Preferences settings, so there is
no chance you can permanently lock yourself out of Passwordstate

— Authentication Option

Please specify which Authentication options will apply to you Please

each time you access Passwordstate. W Using the default Passthrough authentication method, the
y true way to expire your login credentials after logging out
Authentication Option: is to close the browser window. Clicking on the 'Log Back In'
. button, or refreshing the page, simply re-authenticates you.
Please be aware of this if you log into Passwordstate from

Use the System Wide Authentication Settings different computers than your own,

Passthrough AD Authentication

5 Manual AD Authentication
Manual AD and Google Authenticator
Manual AD and RS54 SecurlD Authentication
Manual AD and ScramblePad Authentication
Google Authenticator
RSA SecurlD Authentication

— ScramblePad Authentication

ase specify a Pin Number to use.

Separate Password

ScramblePad Pin Number

You must associate a ScramblePad Pin Number with your account if you wish to use ScramblePad
Authentication. When a pin number is set, and the authentication option is selected, your login
screen will look similar to the screenshot below.

You must match your in number digits, to the randomly generated letters. i.e. If your Pin Number
is 1234, you would need to type tyzp to authenticate.
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= PASSWORDSTATE

Passwordstate 4
ScramblePad Authentication

Login

Enter the corresponding letters for your ScramblePad pin number.

ScramblePad Pin : Logon

Google Authenticator

Prior to using Google Authenticator, you must first generate a new secret key for your account. To
do so, you can follow these instructions:

e Firstinstall Google Authenticator on your mobile device —Android, iOS & Windows Phone

® Generate a new barcode/secret key

® Scan the barcode into Google Authenticator on your mobile device, or manually type in the
displayed Secret Key

® Click on the 'Save' button.
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— Google Authenticator
In order to use two-factor authentication with Google Authenticator and your mobile/cell device, you will need do:

1. Select the appropriate Google Authenticator option abave

. Generate a new barcode/secret key

. Scan the barcode into Google Authenticator on your mobile device, or manually type in the displayed Secret Key
. Click on the 'Save' button.

L ra

P

Secret Key: |PWY2B407MNYH25QDU Show MNew
(not case-sensitive)

Clear

Once you have successfully enabled Google Authenticator with Passwordstate and on your
mobile/cell device, then you will be presented with the following login screen next time you visit
Passwordstate (this is the screen for 'Manual AD and Google Authenticator').

C PASSWORDSTATE I

Passwordstate &4
Google Authenticator

Login

Please enter your user name, password and Google verification code to
authenticate.

Domain\user name haloxmsand

Password ||

Google Verification Code
Logon

Status: Awaiting Login

You will now have a maximum of 60 seconds to copy the verification code from your mobile/cell
device (image below), into Passwordstate. After 60 seconds, a new verification code will appear
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on your device.

@ Google Authenticator

Enter this verification code if prompted
during account sign-in:

246174

093158

Administration Menu

In order to see the Administration Menu you must be granted one or more of the 15 different
types of Security Administrators roles.

If you are a Security Administrator of Passwordstate, please reference the 'Security
Administrators Manual, available from the Help menu.

Help Menu

The Help Menu provides various forms of Help to general users of Passwordstate, or Security
Administrators. The Help available is:
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1. User Manual (this help file you are referencing now)

2. Guided Tour of Passwordstate - this will show a popup window guiding you through some of
the basic functions

3. Security Administrators Manual

4. Web APl Documentation

™ Note: The Security Administrators Manual and Web API Documentation links may be disabled
for you by the Security Administrators of Passwordstate.

8 KB Articles

The following is a list of KB Articles for enabling or using certain features in Passwordstate.

Some of the articles show or describe features found in the 'Administration' area of
Passwordstate, and if your account is not configured as a 'Security Administrator', you may not
have access to these screens.

Synchronize Passwords with Active Directory on Windows Servers
Restoring from an Automatic Backup

How to Clone Folders and Password Lists

Specifying Your Own Custom Fields

Multiple Options for Hiding Passwords

Controlling Settings for Multiple User Accounts

8.1 Synchronize Passwords with Active Directory or Windows
Servers

It's possible to synchronize password changes with Active Directory, or with Windows Servers for
any local accounts.

In order to perform this synchronization, there's a few permissions and settings which first need
to be considered.

Specify Account with Permissions to make Password Changes

On the screen Administration -> System Settings -> Active Directory Options tab, you can specify
an account which will be used to perform the synchronization. This account must have the
following minimum permissions:

® Account Operator if changing passwords on the domain (if you need to change passwords for
accounts which have Domain Admin rights, then the account you specify here will also need
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Domain Admin rights)
® Local Administrator's group or Local Administrator account if changing passwords for local
accounts on Windows Servers

™ Note: If you change the domain account used here, or modify the permissions for this account
i.e. add to a new security group, then itis recommended you restart the Passwordstate Windows
Service.

Q& System Settings

To modify the system settings, please make changes within the appropriate tabs below, then click on the 'Save' button.

miscellaneous password list options password options email alerts & options proxy 8 syslog servers active directory options

authentication options user acceptance policy check for updates custom logos high availability options allowed ip ranges api key

Please specify appropriate settings for various Active Directory synchronization options.

If a User Account is found within a Security Group which hasn't already been added to Passwordstate, would you like to automatically add the User Account:
®ves ONo

Synchronize the enabled/disabled status of Active Directory user accounts with the user accounts in Passwordstate:

®ves ONo

When an account in Active Directory is deleted, perform the following in Passwordstate:
(Deleting a user account in Passwordstate will remove all access, and all Personal Password Lists)

(O Delete Passwordstate Account O Disable Passwordstate Account ® Do Mothing

mﬂedentials to allow Windows Password Synchronization:
Wﬂ_{:ﬂ from Passwordstate into Active Directory or Local Wi - €rs is possible, but not the opposite direction)

|fcrmat is Domain\UserlD

Username : |ha\o>(\passchanges,accnt

Password : | ........ |

Synchronize Security Group Memberships, and User Account status at: 91 ~| Hour g0 ~| Minute OrEvery  Ignore =

Save | Save & Close

Add Appropriate Domains to the Active Directory Domains Screen

By default, you should already have one Active Directory Domain added to the screen
Administration -> Active Directory Domains. If you want to synchronize password changes with
other domains which aren't listed, then you must add them to this screen.
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2 Active Directory Domains

To grant access to Passwordstate by either adding users manually, or via Active Directory lookup, you need to specify one
or more Active Directory Domains.

For large Active Directory implementations, please refer to the following help file for reducing the amount of time taken to
perform a query - AD Help

If you are unsure of what your Active Directory settings should be, please use the following as a guide:

¢ Open a command prompt on your computer and type set userdomain, and then set userdnsdomain
¢ The NetBIOS Name for your Active Directory settings should match the result of set userdomain
¢ The LDAP Query String for your Active Directory settings should match the result of set userdnsdemain in the
following way:
LDAP Query String should read de=clickstudios,dc=com,dc=au for the domain clickstudios.com.au

Actions  NetBIOS Name LDAP Query String Default Domain
Q dev de=dev,de=cstudios,dc=com,dc=au k-3
Q halox dc=halox,de=net +

Add | Grid Layout Actions..

Specify Account with Permissions to Read Active Directory Account
Data

When you open the Edit Password screen, the (9)icon can be used to validate the password
stored in Passwordstate matches what's stored in Active Directory, or on the Windows Server.
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C PASSWORDSTATE I

BY Edit Password

Please edit the password for the "Windows Accounts’ Password List (Tree Path = ).

I password details notes automatic password rotation

Title ™ |Sp|unk Account |

Username * |sp|unkaccnt |

Description |Used for syslog server |

Account Type * & windows | ®

Domain or Host |ha|ox N |

URL | \\ |

Expiry Date 17/10/2013
S — 20 a B

Confirm Password *

Password Strength o W W W W Compliance Strength W W W Wr

Strength Status: Excellent password strength
allow Password Export  [E Compliance Mandatory  [F] Prevent Bad Password Usage

Active Directory & Windows Actions [ Account Synchronization Enabled

] Unlock this account if locked

[] User must change password at next logon
] Disable this account

] Enable this account

Cancel | Save | Save & Sync

The account used to verify this, plus in other areas of Passwordstate where you can synchronize
and look up User Accounts and Security Groups, is configured as part of the Passwordstate
Application Pool in Internet Information Services. By default, the Application Pool is configured
to use the 'NetworkService' account, but depending upon any restrictions place on your Active
Directory domain, this account may not have sufficient privileges to query Active Directory. If this
is the case, you can modify the identity used, and specify a different domain account with
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sufficient privileges.

- . [

4 Process Model

[»  Generate Process Model Event Log End
Identity NetworkService [
|dle Time-out (minutes) 0

1 Ll o W -

Instead of the NetworkService account, specify a different domain account:

User name;
| halodt LDAP_Account

Password:

Confirm password:

Configure a Password List for Synchronization

Now that all the permissions should be correct, we need to configure a Password List so that it is
enabled for synchronization. To do this you need to:

Select the option Active Directory or Windows Server from the Enable Synchronization With
drop-down list.
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i= Edit Password List

To edit the details for the selected Password List, please fill in the details below for each of the various tabs.

I password list details customize fields guide api key

Please specify Password List settings manually below. Or copy s4
~Password List Details = ~Copy
Password List* | | i

Copying
. } i fields/se
Description * ‘AII Domain and Local Windows Accounts |
Image & windows.gif v = - Copy
Password Strength Policy * Default Policy - B % - Copy
Password Generator Policy™ | pefault Password Generator - = E Mote: If 4
Type to
these va
Code Page ™ " button.
Enable Synchronization With ; ; ;
( Active Directory or Windows Server —Copy
Additional Authentication™ _ﬁeqmred >y ® i you wd
List, pleg

And this will make the following changes on the Customize Fields tab:

® Select the Account Type field
® Select one Generic Field and name it Domain or Host

© 2013 Click Studios (SA) Pty Ltd



KB Articles

i= Edit Password List

To edit the details for the selected Password List, please fill in the details below for each of the various tabs.

password list details customize fields guide api key

Below you can specify which fields are available, which ones are required fields, and select one ar more Generic Fields and canfig

their options accordingly.

Standard Fields

Field Name Required
| Title v
User Name

’/ Account Type
URT 0
Password
Password Strength v
Expiry Date O
Motes O

Generic Fields (click on Field Names to rename)

101

Required  Field Type rfl
. L
Domain or Host O Text Field th
cli
15 rnn ]a:n L] I

Configure a Password for Synchronization

The last thing required for configuring a password for synchronization is:

¢ Specify the Username of the account
e Select 'Windows' as the Account Type

e Specify either the NetBIOS name of the Domain Account you are synchronizing, or the Host

Name of the Windows Server you are synchronizing to

= Important: If you are wanting to synchronize and Active Directory Account, then it's important
the Domain or Host value you specify matches the domain's NetBIOS value you've entered on the
screen Administration -> Active Directory Domains. It is this match which determines if we are

trying to synchronize an AD account, or not.

Now when you click on the Save & Sync button, it will synchronize the password with either

Active Directory, or the Windows Server.
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8.2

O PASSWORDSTATE

B4 Edit Password

Please edit the password for the "Windows Accounts’ Password List (Tree Path =),

I password details notes automatic password rotation

Title * |Sp|unk Account / |

7
Username * |sp|unkaccnt © _— | 5

i
Description |L.lsed far syslog server / |
Account Type* & Windows v| B
Domain or Host |ha|ox - |
B

URL | N |
Expiry Date 17/10/2013 \
Password * |excused-PC95‘r‘gE

Confirm Password * |excused-PC95‘r‘g6 |

b e s o 4 Compliance Strength Y W W W 77
Strength Status: Excellent password strength

Password Strength

Allow Password Export  [E] Compliance Mandatory  [g Prevent Bad Password Usage

Active Directory & Windows Actions

[ unlock this account if locked

] User must change password at next logon
[] Disable this account

[ Enable this account

Cancel | Save | Sawve & Sync

EIory

[E Account Synchronization Enabled

Restoring from an Automatic Backup

This KB article will demonstrate how to restore both the web and database backups as part of the
Automatic Backup feature in Passwordstate. The following screens are for SQL Server 2012, and
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may appear different for other versions of SQL Server.

Restoring the Web Files

Restoring the web files is a 2 step process:

1. Browse to the folder where your backups are stored, and extract the latest
Passwordstate<xxxxx>.zip file to the location of where your Passwordstate installation is
2. Ensure the Passwordstate folder, and all nested files/folders have modify permissions for the

Network Service & IIS_IUSRS

™ Note: If for some reason your Passwordstate installation no longer exists, i.e. you had to
rebuild your server, you can perform a fresh install of Passwordstate and then simply restore just
the web.config file from the backup zip file - all other data is stored in the database. You can
obtain the latest and previous downloads of Passwordstate from http://

www.clickstudios.com.au/previous-builds.html

Mame

|| Passwordstate20130710165735.bak
1) Passwordstate20130710165735

|| Passwordstate2(130710185735.bak
1) Passwordstate20130710185733

|| Passwordstate20130711091537.bak
1) Passwordstate20120711091537

|| Passwordstate20130715141040.bak
1) Passwordstate20130715141040

|| Passwordstate2(0130715161040.bak
1) Passwordstate20130715161040

|| Passwordstate20130716141022, bak
1) Passwordstate20120716141022

Date modified

10/07/2013 4:58 PM
10/07/2013 4:58 PM
10/07/2013 £:58 PM
10/07/2013 £:58 PM
2013 216 AM
11/07/2013 %16 AM
15/07/2013 2:11 PM
15/07/2013 211 PM

5/07/2013 411 PM
15/07/2013 &11 PM
772013 211 PM
16/07/2013 2:11 PM

11707/

Type

BAK File

Compressed (zipp...

BAK File

Compressed (zipp...

BAK File

Compressed (zipp...

BAK File

Compressed (zipp...

BAK File

Compressed (zipp...

BAK File

Compressed (zipp...

Size
61,610 KB
44,082 KB
61,610 KB
94,082 KB
61,610 KB
04,082 KB
61,602 KB
94 083 KB
61,602 KB
04,083 KB
61,610 KB
04,083 KB

Restoring the Database Backup

To restore a copy of the Passwordstate database, you must have appropriate database

administrator access. Please follow these steps:

Open SQL Server Management Studio, and make a connection to your database server
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? ﬁServerzou

Servertype: | Databasze Engine

Server name: | WINZKI1ZTEST1WSQLEXPRESS

Authertication: | Windows Authentication

|ser name: | HALOX\msand

Passward: |

[ ] Remember password

Right click on the Passwordstate database select Tasks -> Restore -> Database
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7
File Edit View Debug Tools Window Help

P8 - S @ | NewQuery [Ty PR EE | & a9 - -85 & p
Object Explorer > 1 X

Connect~ 3 @J @ E;

= LB WINZ2KT2TEST NSQOLEXPRESS (0L Server 11.0.3128 - HALOX

1 Databases
+ [ System Databases

[ Security Mew Database...
3 Server OF MNew Query

[ Replicatiy Script Database as
[ Manager

Tasks Detach...

Policies Take Offline
Facets Bring Online

Start PowerShell Shrink

Reports Back Up...

Renarme Restore Databaze...

Delete Generate Scripts... Files and Filegroups...

Transaction Log...

Refresh Extract Data-tier Application...

Properties Deploy Database to SCL Azure...
Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...

Delete Data-tier Application...

Impert Data...
Export Data...

Click on Device as the Source, then click on the eclipse button and browse and select the latest
database backup file
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L Restore Database - == -
Iﬁg::ﬂi' Mo backupset selected to be restored.
Select a page Script - | [ Help
%A General
“ Files N
= ource
&4 Options
() Database:
® Device: | | III
Database: | ﬁ v |
Destination /
Database: | / v |
Restore to: | |
Restore plan
Backup sets to restore:
Restore MName Component Type Server Database Position  First LSN  Last LSN eckpoint LSN  Full L}
Connection
2 WINZK12TEST1N\SQLEXPRESS
[HALOX \msand]
View connection properties
Progress
£ m >
Ready
OK Cancel ‘ | Help

Once the backup file is showing in the 'Backup sets to restore’ window, click on the Options page
option, select the restore option of 'Overwrite the existing database (WITH REPLACE), and click on

the OK button

™ Note: If you receive an error during the install about the database beingin use, you may need
to restart SQL Server to remove any locks - this can be done by right clicking on the server name in

the Object Explorer, and selecting Restart.
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Ao Restore Database - passwordstatet_dev ILIE-
Iﬁ:t:iﬁl Ready

Select a page 5 Seript - | [ Help

% General

—’%: Files Restore options

%% Options

Overwrite the existing database (WITH REPLACE)
[] Presel he replication settings (WITH KEEP_REPLICATION)

[] Restrict acces!

the restored database (WITH RESTRICTED_USER)

RESTORE WITH RECOVERY v

Recovery state:

Standby file: C:\Program Files\Microsoft SOL Server\MS550L11.S0LEXPRES

Leave the database ready to use by rollifty back uncommitted transactions. Additional transaction logs cannot be
restored.

Tail-Log backup

Backup file: C:\Program Files\Microsoft SOL Server\MS50QL11.SQLEXPRES

Server connections

Connection
24 WINZKIZTESTI\SQLEXPRESS Prompt
[HALOX\msand] [] Prompt before restoring each backup

. The Full-Text Upgrade server property controls whether full-text indexes are imported, rebuilt/6r reset for
J) the restored database.
View connection properties

Progress

I@ Done

Passwordstate_user SQL Account

If you are restoring the database to the same SQL Server, and over the top of an existing
Passwordstate database, then the SQL Account used to connect the Passwordstate web site to the
database (passwordstate_user) should require no modifications in any way. If however you are
restoring to a different SQL Server, or the passwordstate_user SQL Account no longer exists for
some reason, the following information may be helpful.

® During the initial installation of Passwordstate, an SQL account called passwordstate_user was
created

® The passwordstate_user SQL account should have db_owner rights to the Passwordstate
database

¢ |f youlook in the web.configfile, located in the root of the Passwordstate folder, there is a
database connection string which details which SQL server host the Passwordstate web site
should be connecting to, and what the password for this account is meant to me - you can use
this password value to reset the password in SQL Server if required.
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8.3

<connectionStrings:

<add name="PasswordstateConnectionString” connectionString="Data Source=win2kl2testl\sqlexpress;Initial Catalog=passwordstate;
User ID=passwordstate_user;Password=randompassword” providerName="System.Data.5qlClient"/>

</connectionStrings>

How to Clone Folders and Password Lists

If you need to create multiple Password Lists, the Clone Folder feature might be useful for you.

The Clone Folder feature allows you to pick a Folder, and clone all the Folders and Password Lists
nested beneath it. The intention is to create a folder structure, with a base set of Password Lists
and settings, and then duplicate this structure.

To clone afolder, you first need to click on it in the Navigation Tree, then click on the ‘Folder
Options’ button at the top of the screen, and then you will see the ‘Clone Folder’ link. From here
you have the following options available to you:

|| E | Screen Options b Folder Options é'/-

e Specify the new name of the folder to be cloned

® Choose whether you want to clone all Folders and Password Lists nested below the chosen
folder, orjust clone Folders only

® Choose what permissions you would like to apply to the new Folders and Password Lists —
either clone the current permissions, apply permissions just for yourself, or don’t apply any
permissions at all

When you have finished cloning the folder, it will place the structure in the root of the Navigation
Tree.

™ Note 1: Standard processing occurs when cloning folders i.e. appropriate audit events are
logged, and email notifications are sent informing users they have access to one or more new
Password Lists.

™ Note 2: Cloning Password Lists will not clone any of the passwords contained within them —
only settings, customizations and permissions will be cloned.
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™ Clone Folder

To clone the selected folder, please specify the name of the top level folder, and select the appropriate options.

Mote: Mo passwords will be cloned with this process, only Folders and Password Lists.

folder details

Please specify appropriate details below, the click on the Save Button,

Folder Mame * Customer

Description * Custorners

Clone the following Folders and Password Lists:
@® all nested Folders and Password Lists O Just the nested Folders

Apply the following permissions:

® Clone current permissions () Only for my account ) None

Status:

Cancel | Save & Clone Again | Save

8.4 Specifying Your Own Custom Fields

When you create or edit a Password List, the standard fields which can be used are:

Field Name Length
Title 255
User Name 255
Description 255
Account Type NA
URL 255
Password NA
Password Strength NA
Expiry Date NA
Notes 8000

Description

A title which describes the password

A username which is normally used as part of the
authentication process for the password

A longer description describing the password's use

A graphical icon to help identify the record type

If the password relates to a web site login, or FTP login, etc,
you can specify the URL

The password itself

Not a field to store any data - a graphical representation of the
strength of the password

A data in which the value of the password should be reset
Any general notes about the password

In addition to the Standard Fields, you can select up to 10 different custom fields, and the custom
fields can be named to anything you want, and have the following data types:

® Text Field —just a standard text field
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Free Text Field —an unlimited text field for entering larger bodies of text
Password —an encrypted password field (encrypted and salted in the database), and allows you

mask the contents as per a normal Password field i.e. ****** and you can also copy to clipboard

as per normal

date values

Select List —allows you to specify multiple fixed values, which shows as a drop-down list
Radio Buttons —allows you to specify multiple fixed values, which shows as a Radio Button
Date Picker —similar to the Expiry Date field, this one gives you a popup calendar for specifying

™ caution: If you have a requirement to change the Field Type of an existing in-use Generic
Field, this will cause the values to be cleared in the database as some of the Generic Fields need
to their data stored differently, and also processed differently when displayed on the site.

iZ Edit Password List

To edit the details for the selected Passwaord List, please fill in the details below for each of the various tabs.

password list details customize fields guide

Below you can specify which fields are available, which ones are required fields, and select one or more Generic Fields and configure

their options accordingly.

Standard Fields
Field Name

| Title

User Name
Description
Account Type
[ urRL

Password
Password Strength
Expiry Date
Maotes

Generic Fields (click on Field Mames to rename)

Field Name

SQlLAccount

[] Generic Field 2
[] Generic Field 3
[] Generic Field 4
[1 Generic Field 5
[1 Generic Field &
[ Generic Field 7
[1 Generic Field 8
[1 Generic Field @

[ Generic Field 10

Required

vl

& OO

& O

OO0 =

Required

o oooooood

api key

Field Type

Password
Select Password Generator options.
Use Generator assigned to Password List

Text Field
Text Field
Text Field
Text Field
Text Field
Text Field
Text Field
Text Field

Text Field

Mote 1:

Changing the Field Type once initially set will cause
the values to be cleared in the database (when you
click on the 'Save' button).

Mote 2:

Password related options do not apply to any
Password field types you select here i.e. One-time
access, prevent password reuse, reset expiry date
field, etc.
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8.5 Multiple Options for Hiding Passwords

On each of the Password Lists screens, there is a ‘Password’ column which shows the masked
password and provides a image for you to click on copy the Password to the clipboard —see image
below. There are three options for how long the Password will stay visible on the screen when
you click the masked password text.

Eﬂ Screen Options P
& sqL Server & You have Admin Access ™ View Guide W Password Strength Policy
Actions | Title Description Password Password Strength  Expiry Date
T T T

[~] aaa-record Test P52 4

[~] bank1 new description2 b 4

[v] gsand e Google Login *

[~] scem_test?2 ez Test2 account for Windows Service “ 28/06/2013

[~] sqlé SQL Replication Account “

[~] sql? 50l Account 1 * 24/12/2009

[v] sgl_pass2«<= SQL Account 2 * 27/01/2013

[~] sglaccountl SQOL Server Prod Account 1 * 31/07/2009

[~] sglaccount? - 50L Server Account 2 * 8/03/2009

[v] sglaccount3 SAL Account 3.2 “

| »  Page1of2 Item 1to 10 of 11

Add | Import | Documents | Permalink | | Grid Layout Actions.. ™ | List Administrator Actions... e

To select one of the three different time options, you can do so on the screen Administration ->
System Settings -> Passwords Options Tab. The options are:

Option 1 — Hide Based on a Set Time

Regardless of the length or complexity of the Password, you can hide the Password based on a set
time interval —in seconds.

Automatically hide visible passwords based on the following conditions (in seconds):

® set Time ) Password Complexity () Password Length

] | specify 0 to disable

Option 2 — Hide Based on Complexity of the Password

As you’'re aware, each Password is deemed to be of a certain ‘Strength’, and this strength can
differ depending on which ‘Password Strength Policy’ is assigned to the Password List. You can set
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a specific time interval for each of the 5 different Password Strengths —Very Poor, Weak,
Average, Strong & Excellent

Automatically hide visible passwords based on the following conditions (in seconds):

() Set Time ® Password Complexity ) Password Length
Very Poor Weak Average Strong Ewcellent
2 | |4 e RE | [10

Option 3 — Hide Based on Password Length

It can be very difficult to read an unmasked Password in it’s entirety if it is a long password —more
than likely it will be hidden before you’ve finished typing the password into a different screen
somewhere. To overcome this, you can hide the Password based on different set time intervals,
for three different Password Lengths — of which, all can be customized to your liking. Note that
Length 3 is greater than or equal to, whereas the other two options are less than or equal to. This
means you should set Length 3 to be one value greater than Length 2.

Automatically hide visible passwords based on the following conditions (in seconds):
() Set Time '_) Password Complexity @ Password Length
Length 1 Length 2 Length 3
B e Hide in

Hide in

Controlling Settings for Multiple User Accounts

With the use of the User Account Policies feature, you can specify multiple settings for User’s
Preferences, their Password List Screen Options, and also their Home Page and Folder Screen

Options. These settings can then be applied to either multiple user accounts, or multiple security
groups.

You can access the User Account Policies from the screen Administration -> User Account Policies,
and when you add/edit a policy, you can control the following settings:

User Preferences

Mask Password Visibility on Add/View/Edit Pages

Auto Generate New Password When Adding a New Record
Enable Search Criteria Stickiness Across Password Screens
Show the 'Actions' toolbar on the Passwords pages at the
Expand the bottom Navigation Menu items by

Locale (Date Format)
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Specify which Authentication option will apply to the user's account

Password List Screen Options

Show the 'Header' row on all Passwords Grids

Show the 'Filter' controls in the Header of the Passwords Grids

Show the 'Header' row on all Recent Activity Grids

Make the Recent Activity Grid visible to the user

Selects the Paging Style controls for Password and Recent Activity grids
Make the Pie Charts visible to the user

Home Page and Folder Screen Options

Show the Favorites Passwords Grid

Show the Password Statistics Chart

Choose the Style of the Password Statistics Chart

Stack the data points on top of each other for the Password Statistics Chart
Select the color theme for the Password Statistics Chart

™ Note 1: When you first add a new User Account Policy, it is disabled by default. Itis
recommended that before you enable the policy, you apply the permissions required, then click
on the 'Check for Conflicts' button. The Check for Conflicts process will ensure that there are no
two settings with different values assigned to a user's account - this could cause confusion for the
user, and for Security Administrators if this is the case.

™ Note 2: You can have more than one policy applied to a user's account, but you should use the
Check for Conflicts button after applying permissions to the policy.

When a User Account Policy is in effect for a user, the option will be disabled for them, and they
will see alittle red flag notification, informing them a policy is in effect. In the following graphic,
a policy is set for the 'Page Style' used for the grids.
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E m Screen Options

Please review each of €low, and customize the password screen as required.

™ pleate note your Security Administrators of Passwordstate have set various preferences for you, which cannot be
changed.

password columns passwords grid recent activity grid grid paging style

Please select which Paging style you would like to use for the Passwords and Recent Activity Grids.- The pagers
will appear in the footer of the grid.
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