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WELCOME

WELCOME TO USB LOCK RP STRAIGHTFORWARD REAL - TIME NETWORK ENDPOINT
SECURITY

= Receive devices connection alerts. (logs are automatically recorded, no action required)

»  Authorize specific USB Drives, MTP protocol portable devices, and e-SATA super speed (up to 10 specific
devices can be authorized per clients workstation + 60 local authorizations can be elevated to network
level status allowing this devices to operate on any workstation in the network.

»  Protect your organizations systems and data from the unauthorized use of USB removable drives-Portable
flash memory devices — MTP protocol portable devices — Digital audio players including MP3, MP4 players
and Ipods — External hard drives including e-SATA & Firewire Adapters bridging between standard flash
memory cards and USB connection — Storage Capable Digital Cameras — Card readers: CF, SD, SDMicro,
MMC, XD — PDA, Hand-held computers, smart phones — CDS, DVDS, BlueRay — IrDa and usb Bluetooth,
Transceivers & WiFi. Protection changes are enforced in real-time (no need for restart for changes to take
effect)

» Receive records of files transferred to usb removable drives (operation is automatic). Send alerts in real-
time to an email account within your domain as a second level of control. (Automatic after easy setup)-
(SSL TLS capable)

» Protect the information inside authorized usb drives (includes centralized password storage and auto
encryption.

USe LOCK RP

USE LOCK RP
PROTECTION SCOFE

G0 D BLL RAY ELUETOCTH 1RDA WiFi

» Supported Operating Systems: Windows 10, Windows Server 2012 R2, Windows Server 2012,
Embedded POSReady 2009, WES 7, WES 8, Windows 8.1, Windows 8, Windows 7, Windows 2000,
Windows Server 2008 R2, Windows Vista, Windows Server 2003, Windows XP, and Windows 2K, VM Ware
Ready. (32 or 64 bit). Endpoint data security for LAN, WAN or WLAN.

» Also capable of operating on workgroups or under dynamic IP configurations.

= Also capable of controlling clients outside your Local network.

= Effective even if clients are disconnected from the network or id the control is shutdown.

= Control machine does not need to be a server (any supported system will work fine)

= Scalable.
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VIDEO LINKS

1. CEO INTRODUCTION

https://vimeo.com/networksecurity/usb lock-rp videol

VIDEO

2. ABOUT:
ALERTS SHOWN AT CLIENTS

https://vimeo.com/networksecurity/usb lock rp video2

VIDEO

3. ABOUT:
NETWORK LIST — INCOMMING ALERTS VISOR — RECENT ALERTS PANEL - HISTORY PANEL —
CENTRAL LOGGING — AUTOEMAIL ALERTS -

https://vimeo.com/networksecurity/usb lock rp video3

VIDEO

4. ABOUT:
LOCAL AND NETWORK WIDE AUTORIZATHIONS

https://vimeo.com/networksecurity/usb lock rp video4

VIDEO

5. ABOUT:
STATUS REPORT — CENTRAL LOGGING (RECAP) — DEVICES HARDWARD ID — MASTER PASSWORD -
FILES USB MONITORING — GET SUPPORT - AUTOPROTECT

https://vimeo.com/networksecurity/usb lock rp video5
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INSTALLATION INSTRUCTIONS

“Control” Installation:
Install with administrative privileges on the PC or Server from where you will manage the security.

1. Execute the file “setup_control.exe”

setup_control

2. Optional- Recommended: At prompt, Enter the port to use:

If you leave blank then port 3700 is used.
If you leave blank at the control installation make sure you also leave blank when installing clients.
If you set a port number then use the same port when installing clients.

NOTE

3. You may leave selected the option to create a quick launch icon on the windows quick start bar.

Start the “Control”:

1. Click on: Windows Start Menu - Programs - USB Lock RP - Start USB Lock RP

2. Enter password and click OK.

USB Lock RP Control is UAC aware and will require administrative privileges to be started.

You should have received your costume default password with your program delivery. (Password is case

NOTE sensitive)

3. When starting for the first time the program will prompt to installed clients. The main interface will show
the IP Number of the control. This IP should be used while installing clients.

Important:
Write down the IP address as it will be required during client’s installation. You could also use the Control
Machine Name.
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“Client’'s” Installation:

Manual Client Installation: Recommended for reviewing the program’s functionality when you received it
(prior to mass deployment), or for smalls networks installations, or for testing the demo posted on-line.

The Client Installer will require administrative privileges to be installer.
The Client Installer should only be installed on stations within your organization network.

1. Execute the file “setup_client.exe” on the client PCs.

]

L]
oy

setup_client

- You can store the file in a shared folder and run from each client.
- Oryou could transfer the client installer on the USB.
- Or if during demo you could download the client on the test client stations.

NOTE

2. During the installation enter the "Control” IP address of the control machine noted during the control
installation (Required).

3. Optional- Enter the port number you enter during control installation or also leave blank.

4. Continue to finalize the installation.

Important:
Once a client is installed it establishes connection with the control and will show on the control’s network list.

Clients: Mass silent deployment installation (MSI Pack):

setup_cdlient.exe setup_rp_client. msi

T eetipeonfi.in
= Opciones de configuracion =3 SE Lock RP E Silent ¢ Paguete de Windows Installer
1KEB Advanced Systems I 223 KB
Instructions:
1. Required:
Edit the file setipconfig.ini by entering the IP of the control server/PC right after the "=" sign.
Example:

IP=the server IP (or server machine name).
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Optional: You may also edit the port if desired note. If you edit the port number then make sure you
enter that port number when installing the control. (By default port 3100 will be used)

2. Save the edited file.

setipconfig.ini and setup_client.exe must be in the same shared location as setup_rp_client.msi .

NOTE

Follow brief instructions using Group Policy Editor Deployment:

= The MSI file and the corresponding package must exist within a network share, and everyone must have
read permissions for that share.

= To perform the deployment, open the Group Policy Editor.

= To assign the client navigate through the group policy console to Computer Configuration | Software
Settings | Software Installation.

= Now, right click on the Software Installation container and select the New | Package commands from the
shortcut menu.

= Select the provided client MSI file and click Open.

= You are now asked whether you want to publish or assign the application.

= Select assign and click OK.

Copyright © 2004 - 2016 Advanced Systems International SAC. All rights reserved



http://www.usb-lock-rp.com/

A

aw Advanced Systems International USB Lock RP Remote Protector
www.usb-lock-rp.com Network Endpoint Security in Real-Time

OPERATE ADMINISTRATIVE CONTROL

1. Start Administrative Control:

a. Click on windows start menu: Programs - USB Lock RP - Start USB Lock RP

Note: USB Lock RP is UAC Aware (User Account Control Aware) and it will require administrative privileges
to be started.

H USE LOCK RP Control v 9.88

Please enter password

eoosoeee  Juiian

Licensed to )
Adwvanced Systerns International

b. Enter the control password and click OK.

¢. You will see the logged Client PCs showing their security status.
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2. Control (Main Panel):

SErver name : Server ip : central logs network authorizations : email alerts :

removable drives cd - dvd bluetooth - irda ifi USB LOCK RP version machine IP machine name

(]

out

licenses in use
licensed capacity

ASI-NTS1-32-CW

a c a ASLIILTEZ0N HISTORY SYS-INF

removable drives > bluetooth - irda

RECENT ALERTS

AUTHORIZATIONS INFORMATION
available capabilities

local authorization
network wide authorization
monitoring (ums only)}
portable protection

auto encryption

]

Control M Menu

9
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3. Run Compact mode:

Once you have set security you can run on compact mode (pressing V at the right top corner)

SErver name central logs network authorizations email alerts

USE LOCK RF

Compact Mode

* The control recommended operation is always ON (Normal mode or Compact mode). If you wish to close
the program then you will press the right-top “X" Button at the password window.

= To access the Control back from Compact Mode you will need to re enter the password. (Note: The
password is remembered for 5 minutes after entering Compact Mode so you don’t have to re-enter the
password if you are just switching modes).

= In: reports log in clients

= Qut: reports not logged clients

= The A light: will show alert incoming. (Blocked is blue light and orange is approved or authorized.)

= The FT light: means File Transfer.

= The title bar: shows the machine name of the alert.
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4. Full Screen Mode: (pressing < >)

G <]

y

server name : serverip : central logs network authorizations : email alerts :

removable drives cd - dvd bluetooth - irda ifi USB LOCK RP version machine IP machine name
in
out
licenses in use
licensed capacity 100

7 8. 9 ASI-MT51-32-CW

g & & STl S Z ON HISTORY SYS-INF

removable drives cd -dvd buetooth - irda

RECENT ALERTS

AUTHORIZATIONS INFORMATION
available capabilities

local authorization
network wide authorization
monitoring {ums only}
portable protection

auto encryption

Full Screen Mode

= The full Screen Mode: helps you focus on the interface if other applications are running.

11
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5. Logged PCs:
Shows the number of logged Clients. Out shows a list of not logged Clients.
To remove unused Clients Pcs from the list you can drag the name from the list to the remove old Drop Zone.
Using these methods USB Lock RP allows recovering unused licenses.

USB LOCK RP USBE LOCK RP

)

oud

licenses in use 7
licensed capacity 100

<<put list>>

6. Fast PC Look-up:
For large Networks USB Lock RP Pc look up comes handy.
Press “S” at the right of the machine name to show Pc look up it will allow you to find Pcs by machine name.
Press columns headers to order alphabetic by machine IP, or machine name, or protection status on the list.

email alerts :

] server name : Server ip : central logs network autk

----machine name search----

ble dri d- bluetooth - irdi ifi | i -
removable drives ¢ uetooth - irda USB LOCK RP machine name

(]

out

licenses in use
licensed capacity

a a LRI RS HISTORY SYS_INF

removable drives cd - dvd bluetooth - irda
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7. Control Password:
Use to change password to access the USB Lock RP Control.

Control Password network authorizations : email alerts :

Repaorts
Help
Licenced to: Advanced Systems International, sac {USB Lock RP 100}
version machine IP machine name
in
out
licenses in use
licensed capacity 100

- . 192.168.0.17 ASI-NTS1-32-CW

E E E ASI-NT51-32-CW HISTORY SYS-INF

removable drives cd - dvd bluetooth - irda

» Enter the old password.
»= Enter the new password.
= Re-Type the new password.

Change control access password

Type old pas

Type new passw

Re-Type new pass

Cangel Change Password

MOTE: Password is case sensitive. Numbers , Letters, and Spaces are valid.
Important: The password need to be at least 8 caracters
' = 4Rl 2fb

13

Copyright © 2004 - 2016 Advanced Systems International SAC. All rights reserved



http://www.usb-lock-rp.com/

A

aw Advanced Systems International USB Lock RP Remote Protector
www.usb-lock-rp.com Network Endpoint Security in Real-Time

8. Alert visor and Alerts Access Arrow:
Last received alert will show on the visor. Click the arrow to expand view and see all alerts. Receive allowed,
blocked or authorized insertion alerts in real-time.

server name : sefver ip : central logs network authorizations : email alerts :

removable drives cd - dvd bluetooth - irda ifi USB LOCK RP version machine IP machine name

]

out

licenses in use
licensed capacity 100

9. Network Status Panel and single control setups reporting
Networks Reports: Generate global security status or alerts reports.

Control Password email alerts :

Reparts IMake Status Report

Help Open Status Report

Licenced to: Advanced Systems International, sac (USB Lock RP 100} Export Status Report
machine name

IMake Alerts Report

n Open Alerts Report

out
licenses in ut Export Alerts Repart
licensed capacity

ASI-NTS1-32-CW

Network Status List

3100 server name: server ip : central logs network authorizations : email alerts :

removable drives cd - dvd bluetooth - irda ifi USB LOCK RP version machine IP machine name

(]

out

licenses in use
licensed capacity 100

SRR HISTORY SYS-INF

14
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Network Alerts List

SErVer name : Server ip : central logs network authorizations : email alerts :
NETWORK ALERTS

03:31 AM ASI-NT10-32-CW JAVIER (W10/ 32) USB\VID_O7 18&PID_070C\07 07 2C1897488F87- BLOCKED

03:31 AM ASI-NT10-32-CW JAVIER (W10 32) USB\VID_O7 18&PID_069C,07 0347 ED25B00513- BLOCKED

03:32 AM ASI-NT10-32-CW JAVIER (W10/ 32) USB\VID_0951&PID_1665',08606E694934FE5137 05B52F - BLOCKED
03:32 AM ASI-NT10-32-CW JAVIER (W10/ 32) USB\VID_22BB8&PID_2E82\ /X 1D8B2XT5Z MTP - BLOCKED

04:03 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) WIFI TRANSCEIVER - BLOCKED

04:04 AM ASI-NT61-64-CW TESTER 5 (W7/ 64) WIFI TRAMNSCEIVER - BLOCKED

02:06 AM ASI-NT531-32-CW TESTER 7 (XP/ 32) CD - DVD - BLOCKED

04:07 AM ASI-NT63-64-CL TESTER 3 (W8.1/ 64) CD - DVD - BLOCKED

04:07 AM ASI-NT10-64-CL TESTER 2 (W10/ 64) CD - DVD - BLOCKED

04:08 AM ASI-NT61-64-CW TESTER 5 (W7/ 64) CD - DVD - BLOCKED

04:09 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) CD - DVD - BLOCKED

04:09 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_0951&PID_1665,08606E6D3FDEFES 147 0VEA25- BLOCKED
04:09 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_14CD&PID_121F,121F201107 12- BLOCKED

0410 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_O7 18&PID_069C\,07 0347 ED25B00513- BLOCKED

0410 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_07 18&PID_07 0C\07 07 2C1897488F87- BLOCKED

04:10 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_054C&PID_09C2\5C07 10495E8515CF24- BLOCKED
04:10 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_07 18&PID_069C\070347ED25B00513- BLOCKED

0410 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_0951&PID_1665,08606E 694934FE5137 05B52F- BLOCKED
0410 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_O7 18&PID_069C\,07 0347 ED25B00513- BLOCKED

0411 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB\VID_22BB&PID_2E82\7X 1D8ZXT5Z MTP - BLOCKED

04:12 AM ASI-NT61-32-CW TESTER 6 (W7/ 32) USB BLUETOOTH TRAMSCENER - BLOCKED

04:13 AM ASI-NT61-64-CW TESTER 5 (W7/ 64) USB BLUETOOTH TRANSCEVER - BLOCKED

04:18 AM ASI-NT61-64-CW TESTER 5 (W7/ 64) USB\VID_14CD&PID_121F,121F201107 12- BLOCKED

04:18 AM ASI-NT61-64-CW TESTER 5 (W7/ 64) USB\VID_0951&PID_1665\,08606E6D3FDEFES 147 07EA25- BLOCKED
04:18 AM ASI-NT61-64-CW TESTER 5 (W7/ 64) USB\VID_07 18&PID_07 0C\07 07 2C1897488F87- BLOCKED

04:18 AM ASI-NT61-64-CW TESTER 5 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF24- BLOCKED
02:24 AM ASI-NT51-32-CW TESTER 7 (XP/ 32) USB\VID_07 18&PID_07 0C\07 07 2C'1897488F87 - BLOCKED

02:25 AM ASI-NT51-32-CW TESTER 7 (XP{ 32) USB\VID_0951&PID_1665\,08606E6D3F DEFE5147 07EA25- BLOCKED
02:25 AM ASI-NT51-32-CW TESTER 7 (XP/ 32) USB\VID_14CD&PID_121F\121F 201107 12- BLOCKED

02:25 AM ASI-NT51-32-CW TESTER 7 (XP/ 32) USB\VID_054C&PID_09C2\5C07 10495E8515CF24- BLOCKED

02:26 AM ASI-NT51-32-CW TESTER 7 (XP/ 32) USB\VID_22B8&PID_2E 827X 1DBZXT5Z MTP - BLOCKED

05:10 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF24 USB - ALLOWED
05:11 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF 24- AUTHORIZED
05:12 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) - BLOCKED

05:12 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\WID_0951&PID_1665,08606E6D3FDEFE514707EA25- BLOCKED
05:21 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB BLUETOOTH TRAMSCENER - BLOCKED

05:21 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) WIFI TRANSCEIVER - BLOCKED

08:02 PM ASI-NT61-64-CL (W7/ 64) USB BLUETOOTH TRANSCEIVER - ALLOWED

15
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10.  Real-time alerts reporting:

Automatically send ALL incoming alerts arriving to the Control to an email address of your choice within
your domain (to be used as centralized alternative logs repository)

1. Automatic after easy setup
2. Allows SSL / TLS
3. All incoming alerts logged to the Control are sent.

3100 server name: server ip : central logs network authorization email alerts :

machine name

é USE Lock RP (Auto email alerts setup)

Enter from email account:
email@server.com

This is the email address originating the alert

Enter destination email account
email@server.com
This is the email address were alerts will arrive,

Enter mail server
mail_zerver.com
example: mail.yourcompanydomain.com or ip number

Server requires authentication

SMTP port 58

SMTP port 465

Set S Change / Turn ON
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11.Scalability and Multiple Control Setups Reporting
Central Logging function:

é Central Logging @ é Central Logging @

Set time, frequency and path to schedule ASI-W7-64-L-Status and Alerts Report logs
automatic central Status and Alert reports Schedule to be auto generated:

K i

PATH TO SHARE LOCATIC

I

Tum OFF ange Turmn ON Tum OFF Set/Change

To schedule the automatic creation of status & alerts report at a fixed hour, daily or weekly to a set shared path.
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Mﬂi?;,ggﬁ::ol | Local USB LOCK RP
o log reader application
CENIRALRERORIING " . outputs totallicensesin

use & highlights reports

Controls output
STATUS & ALERT
reports [scheduled
daily/weeklyatset
time tosegment
share path)

(MULTIPLE CONTROL CENTRAL REPORTING)

For multiple control setups each control outputs its reports at the set frequency to the shared location,
then the organization can internally task schedule fetch this logs location/locations and gather them at
the central receiving security server. An Usb Lock RP logs reader application is used to read the logs and
output a total licenses usage status count and a global highlights security report.

18
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12.  Protection Sectors:
Select PC on status panel press to protect or unprotect accordingly

% % %

removable drives cd - dvd bluetooth - irda

» A closed golden padlock indicates:
= An open gray padlock indicates: Unprotected

REMOVABLE DRIVES Sector Lock:

@E'**'?@BDD

REMOVABLE DRIVES

Blocks USB removable drives-Portable flash memory devices — MTP protocol portable devices — Digital audio
players including MP3, MP4 players and Ipods — External hard drives including e-SATA & Firewire Adapters
bridging between standard flash memory cards and USB connection — Storage Capable Digital Cameras — Card
readers: CF, SD, SDMicro, MMC, XD — PDA, Hand-held computers, smart phones.

Specific USB removable drives specific MTP; specify e-sata can be authorized

NOTE
CDS, DVD, Blu Ray Sector Lock: blocks Cds, dvds, and blu-ray. [Er——
Bluetooth, IrDa Sector Lock: blocks IrDa and Bluetooth Transceivers.
WiFi Sector Lock: blocks wifi.

Protection changes are enforced in real-time (no need for restart for changes to take effect)
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13.  Auto-protect:

Auto Protect this will allow to protect all sectors on a client after a select period of time. This is specially
designed for situation if for example engineers arrive to work on the systems for a couple day or hours
and require full access (in those cases authorizing their specific USBS might not be sufficient to let them
do their job). So in real scenario what the control manager could do is unprotect all sectors and let them

work. Auto-protect ensure the control manager doesn't forget to re-protect the system when engineers
leave.

CEHIREERET HISTORY SYS-INF

RECENT ALERTS

INFORMATION
available capabilities

local authorization

_ network wide authorization
8 monitoring (ums only)
portable protection

auto encryption

ASHNTN S EN HISTORY SYS-INF

RECENT ALERTS

Auto-Protect
in m Hrs

INFORMATION
available capabilities

local authorization
network wide authorization
monitoring {ums only)
portable protection

auto encryption

8
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14. Client Level USB Removable Drives Authorizations:

= Ten (10) specific usb removable drives or MTP protocol devices can be authorized on any client PC.
=  Two (02) specific authorized usb removable drives have extended portable protection capabilities.
= One (01) specific e sata (external sata) drive can be authorized on any client PC.

To authorize USB REMOVABLE DRIVES
First Option:
(To authorize the device actually inserted on a client to function)

» Select the Client PC from the network list.

= Unprotect removable storage sector.

» Instruct the insertion of the USB drive at client PC
» Press on the button 1 and select the first option

g g % ASI-NT10-32-CW T SYS-INF

removable drives cd - dwd bluetooth - irda

RECENT ALERTS

AUTHORIZATIONS ,f’—--~‘\ N INFORMATION
/ \

usb mass storage |:In\n-: \ portable protection files to ush ums monitoring

show =

mitpar ushe m.

show > >

eukernal 2ata drive

an the ed maching (the Will be autharize the ked client)
- fduthorize the ush storage device inserted on this machine (the device use will be authorized on the selected client)
-------- Cancel

AUTHORIZATIONS INFORMATION
usb mass storage drives portable protection files to usb ums monitoring M DEVICE #1

J3FDEFESL

INFORMATION

ush mass storage drives portable protection files to usb ums monitoring

» Automatically the status of USB storage device will change to protect and the label will indicate
“view".
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Second Option:
(To authorize the device inserted on the control to function on a client)

= Select the Client PC from the network list.

= Unprotect the USB removable storage device.
* Insert the USB removable storage device to be authorized on the control machine.
» Press on the button and select the second option

AUTHORIZATIONS INFORMATION

usb mazs storage EIn‘w: \ portable protection files to ush ums monitoring

show >
mitp or uzh
2

- Autharize the ush storage device inserted on the selected machine (the device use will be authorized on the selecked client)
- Authotize Ehe usb storage device inserted on this machine (the device use will be authorized on the selected dliemk)
Cancel

= Authorizations are permanent but you can revoke the authorizations at any time.

AUTHORIZATIONS INFORMATION
usb mass storage drives portable protection files to ush ums monitoring A 2016 10:13 PM DEVICE #1

6D3FDEFESL

show
mitp or ush ma

show =z

rnal zata drive

edule and stop f
Cancel

» The status of USB storage device will change to protect and the label will indicate “view".

Authorization Info:

= Select the Client PC from PC Protection Status View.
= Press on the label of the authorization corresponding number.
»  Shows the authorization information.

AUTHORIZATIONS INFORMATION

ush

show
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15. Network Authorizations:

Elevate the device ID to the network authorization list.

= Select the Client PC from the network list.

] Press on the button (+) of the authorization corresponding number. The button will indicate “ok”

= See the network authorizations list. At this point the authorization has been elevated to the network
list. (Once you are done elevating to the network list you may click <<deploy>> button to access
the network authorization panel.

SEIVEr Name : SEerver ip : central logs

016 11:26 PM ASENTE1-84-CL DAPHME W7/ 64 USE

1
\
removable drives od - dvd bluetooth - irda ifi USB LOCK RP version k@chine P
AN
N

in ~

Ny
out -~
licenses in use 7

licensed capacity 100
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NETWORK-YIDE AUTHORIZATIONS FANEL

3 wsh storge cevica when not connactedd to the netwark

Master Password

need more ?, go to page 2 » > Start deployment sequence

replaces prior deployed list

*  You may start the list deployment sequence to all clients. Click on the button “Start deployment
sequence”
=  Once deployment sequence is started the list is sent to all clients.

Deploying the network authorization list replaces previously deployed list

NOTE
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16.  Master Password Functionality:

Alternative method to authorized USB drives while a client is outside the network or when the control is
turn off for any reason or when there is no communication between the client and the control. For
example: server failure, network failure, client outside the network. (Also useful for laptops travelling
outside the network requiring authorization of USB drives while they are away).

When two conditions are true the blocking alert allows for password to be entered authorizing device use:
Condition 1: Master password is set from the control (this can be set and deployed from the Network
wide authorization panel)

Master Password

Start deployment sequence

repla rior dep

Master Password
Start deployment sequence

replaces prior depl

USBLOCKRP

need more 7, go to pag > Start deployment sequence

Condition 2: There is no connection with the control, (this can
be tested by just shutting down the control to simulate the
client disconnected from the network).

If the master password is deployed and client is not on the usb l-_l
lock network the USB Lock RP Control Administrator could USB LoneRe
disclosed the master password to the client user so he/she can

enter the master password on blocking screen input box to SECURITY ALERT
temporary authorized and use the USB drive (input box is only

ViSibIe |f the 2 Conditions are true). ‘You have inserted an unauthorized USB Device

The Usb Lock RP Control Administrator can reset the password at any time and
deploy to all clients by just pressing start deployment sequence.

NOTE
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IT IS ALWAYS RECOMMENDED THAT A MASTER PASSWORD IS SET AND DEPLOYED SO IF
THE SITUATION WERE ITS NEEDED ARISES IT CAN BE USED.

17. MTP or More USB Removable Drives Authorizations:
= Select the Client PC from the network list.
= Unprotect removable storage sector.
= |nstruct the insertion of the MTP device, or USB removable drive at client PC.
» Press on the large button (in golden below) and select authorize.
= Repeat the procedure for more devices.

£ a a ASHNTE1-64-CL HISTORY SYS-INF

removable drives cd - dvd bluetooth - irda

RECENT ALERTS

AUTHORIZATIONS INFORMATION

show > =

show > > l'l_fl DROP

external sata drive . to add to netwa::l&/

Drop Zone:
You may elevate these type of authorizations by dragging a hardware Id to the drop zone once you are done
elevating authorizations to network level list you can start deployment as explain in Index 12.

18. E-SATA Authorization:

= Select the Client PC from the network list.

= Unprotect removable storage sector.

* |Instruct the insertion of the e-sata at client PC.

=  Press on the button number 3. (See picture below).

= Removable Sector will be automatically protected.
g GRS HISTORY SYS-INF

bluetooth - irda

RECENT ALERTS

AUTHORIZATIONS ~ ~ INFORMATION

press here to authorize
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19.  Portable Protection:

Two (02) specific authorized usb removable drives have extended portable protection capabilities. Once
you have already followed the steps (Index 11) You made protect the information inside authorized usb
drives while used to transport or store information:

Remote portable protection assignment and distribution for the 2 main usb storage authorizations at any
time any client.

il AS G-
e g g i ” HISTORY SY5-INF

removable drives cd - dwd bluetooth - irda

\—I—I—l—/ RECENT ALERTS

AUTHORIZATIONS — INFORMATION
-

L &

To schedule deployment of a portable protector to an authorized usb storage device:

At Control: (set)
Press the button below portable protector deployment insert to the desired authorized device 1 or 2.

At Client: (set-test)

Once the device is connected the user will be prompted to set the protector password and protector.exe will
be created on the usb drive automatically. After settings deployment you don’t have to worry as once the user
set the password. The password will automatically arrive to the control.

USE Lock Portable Protector Password Setup

Enterpassword A
Confirm password

Eance. (1] 4 .
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At control (test)
Once the portable protector is created the password user, pid, and machine relation can be seen at the

control pressing <<stored>> below password. (So the information is always accessible to the organization
and lost password issues can be resolved with no problem)

ush mass storage drives portable protection

e

Centralized password storage: Allowing to internally troubleshooting any “lost password issues”

usb mass storage drives

Automatically logs the relation: Device User-Device Id Device Home Device
Portable Protector Password

NOTE

a) Force Encryption:

Smart auto encryption: When force encryption is set to ON, files transferred to the two main authorized
devices are automatically encrypted.

ush mass storage drives portable protection

e

And the user at client PC is noted of the encryption progress by a small unobtrusive message and distinctive
pitch beep. Forcing auto encryption is recommended to ensure the portable protector is used

USE LOCK RP

fato encryption in progress. Do not rermove the device.,
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b) Portable protector

*= Drag & Drop functionality

» Auto destroys protected files after 4 wrong password entries (optional).

» 128 bit hash key to cipher all data content.

» The license to use two portable protectors is included per USB LOCK RP licensed client. For example
USB LOCK RP 100 grants license to 200 portable protectors.

* Runs within usb drive (operates in other PC outside the network). Always required password to
encrypt or decrypt.

c) Portable protector Operation (Operates only within the authorized USB DRIVE)
To start the portable protector click on the advice icon, inside the USB drive

4 Aplicacion (1)

A usb_protector.exe
M Tipo: Aplicacion

H [EAGEEAT  Fortable Protector

Auto close-»

Please enter your password

(Enter the password you have set for the protector when it was created)

d) Drag and Drop functionality

B LISE LOCK RP Portable Protector

Auto close-»

Cirap F

(Drag files folders or the entire usb to encrypt or decrypt)

Nombre ’ Fecha de modifica... Tipo Tamafio

# Portable Protection.bmp us, PM  IfanView BMP File 178 KB

# portable protector Lbmp 17 PM  IfanView BMP File 174 K8 USE LOCK RP Portable Protector
% portable protector 2bmp u7, PM  IfanView BMP File 130KB =

H: portable protector 3.bmp 1/, PM  TrfanView BMP File 168 KB

#: Reports Label.bmp 17, PM  TrfanView BMP File 17 KB

#- RP2jpg

# Status List Buttons.bmp
# System Information.bmp
[ Thumbs.db

PM  IrfanView JPG File
PM  IrfanView BMP File
PM  IrfanView BMP File
PM  Data Base File

1] usblock_rp_manual_en2014.docx 17 PM  Documento de Mi...
T usblock_rp_manual_en2014.pdf 17, PM  Adobe Acrobat ...
#: usblockrpe.png /7, 53PM  IfanView PNG File

Nombre . Tigo Tamafio

4] Portsble Protection.bmp.rpe M Archivo RPE 178 kB h

] portsble protector 1.bmp.rpe M Archivo RPE 174 kB USE LOCK RP Portable Protector
7 portable protector 2bmp.rpe M Archivo RPE 120KB 3 - -
] portable protector 3.bmp.rpe M Archivo RPE 168 KB RO CIOEE->
4] Reports Label.bmp.rpe M Archivo RPE 17 kB

4 RP2jpg.rpe M Archivo RPE 25 KB

7 Status List Buttons bmp.rpe M Archivo RPE 766 KB

4] System Information.bmp.rpe VI Archivo RPE 882 kB

4 Thumbs.db.rpe M Archivo RPE 365 KB

4] usblock_rp_manual_en2014.docx.rpe M Archivo RPE 955 kB

7] usblock_rp_manual_en2014.pdf rpe M Archivo RPE 979 KB

4] usblockrpe.png.rpe VI Archivo RPE 38 KB
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20. Files to USB monitoring:
Provides report of files transferred from Client PC's to USB removable storage (optional).
= Select the Client PC from PC Protection Status View.
= Click on the "on” label.

S g g ] ASI-WT-6

removable drives cd - dvd bluetooth - irda

RECENT ALERTS

AUTHORIZATIONS Pl INFORMATION

\
ush mass storage drives

uzh ma

The following information is recorded:
= Date and time of device insertion.
= |D of the device used on the extraction
= (lient machine name.
= Name of user or users logged while the device was connected.
=  Exact size of the file.

E Files to authorized usb mass storage drives

Rletentk Lt Auto- refresh status
ASIF-NT10-32-CW ----USB STORAGE DEVICE DETECTED
ASI-NT10-64-CL z =
ASIFNTS1-32-CW Device ID: USB\VID_054C&PID_09C2\5C07 10495E8515CF24
ASI-NT61-32-CW Machine Name: ASI-NT6 | TESTER 4 daphne
ASI-NT61-64-CL
ASI-NT61-64-CW -
ASI-NT63-84-CL Finance Organizatiol
licensed_organizations 2014.
Mails Update.
Poland Update,
RPE Clients.
securing-an-automated-world-poster.pdf- > 3.440.348
text test.b

4.895
pricing.pdf-> 391.486
rp-central-reporting.pps:
rp-central-reporting.pptx

rp-evolutionjpg-> 138.065

rp-evolution.ppix: .745

rp.png- > 20.8
usblock_rp_manual_en.d

rp_instruction_en.pdf-
~$b_lock_rp_instruction_en.doc
~$licensed_organizations 2014,
test2 text.
Thumbs.db-
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Administrative Command Tabs

/
E E E ASI-NTS1-32-CW \  HISTORY SYS-INF SHI1 RBT UNI
LS
removable drives cd - dvd bluetooth - irda i \~~

§~ -
RECENT ALERTS =TT

AUTHORIZATIONS INFORMATION

show == ﬁ

ush mass storage — 2

available capabilities

local authorization
e 2 network wide authorization
portable protection

show == auto encryption

mitp or ush mass storage h E monitoring (ums only)
2

external sata drive

Clients Protection History: Button:
Shows selected machine protection and read RECENT ALERT

This panel will allow you to have a record of USB storage devices that have been blocked, authorized or
allowed at the client’s machine, also a record of the security setting changes that have been made and show
the authorizations history per client machine. History records are available for each Client. You can generate
a report of this file by pressing export.

port: 3100  server name : Serverip : central logs network authorizations : email alerts : not set:
ASI-NT61-64-CL HISTORY

08:21 PM REMOVABLE STORAGE - CONTROL CHANGED - PROTECTED

08:22 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5CO7 10495E8515CF 24- AUTHORIZED
08:26 PM DEVICE:  # 1 AUTORZATION REVOKED

08:26 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\WVID_054C&PID_09C2\5C07 10495E8515CF24- BLOCKED
08:45 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF24- BLOCKED
08:45 PM REMOVABLE STORAGE - CONTROL CHANGED - UNPROTECTED

08:45 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF 24 USB - ALLOWED
08:46 PM REMOVABLE STORAGE - CONTROL CHANGED - PROTECTED

08:46 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5CO7 10495E8515CF 24- AUTHORIZED
08:47 PM REMOVABLE STORAGE - CONTROL CHANGED - UNPROTECTED

08:49 PM REMOVABLE STORAGE - CONTROL CHANGED - PROTECTED

08:49 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_07 18&PID_069C\07 0347ED25B00513- BLOCKED

08:49 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF 24- AUTHORIZED
08:52 PM REMOVABLE STORAGE - CONTROL CHANGED - UNPROTECTED

08:52 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5CO7 10495E8515CF 24 USB - ALLOWED
08:52 PM DEVICE #1-> USB\VID_0S4C&PID_09C2\,5C07 10495E8515CF 24 PERMANENT

08:52 PM REMOVABLE STORAGE - CONTROL CHANGED - PROTECTED

08:52 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF 24- AUTHORIZED
08:53 PM DEVICE: # 1 AUTORZATION REVOKED

08:54 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF24- BLOCKED
08:56 PM REMOVABLE STORAGE - CONTROL CHANGED - UNPROTECTED

08:57 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5CO7 10495E8515CF 24 USB - ALLOWED
08:57 PM DEVICE #1-> USB\VID_0S4C&PID_09C2\,5C07 10495E8515CF 24 PERMANENT

08:57 PM REMOVABLE STORAGE - CONTROL CHANGED - PROTECTED

08:57 PM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_054C&PID_09C2\5C07 10495E8515CF 24- AUTHORIZED
00:11 PM REMOVABLE STORAGE - CONTROL CHANGED - UNPROTECTED

09:11PM  CD DVD - CONTROL CHANGED - UNPROTECTED

09:11 PM IR/ USB BLUETOOTH - CONTROL CHANGED - UNPROTECTED

12:07 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_09308PID_6545\001CCOECIABZECSOAGI2004E USB - ALLOWED
1208 AM REMOVABLE STORAGE - CONTROL CHANGED - PROTECTED

12:08 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_0930&PID_6545\001CCOEC34B2ECS0A632004E - AUTHORIZED
12:09 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_O7 18&PID_069C\07 0347ED25B00513- BLOCKED

01:17 AM REMOVABLE STORAGE - CONTROL CHANGED - UNPROTECTED

01:18 AM ASI-NT61-64-CL TESTER 4 (W7/ 64) USB\VID_O7 188:PID_069C\07 0347 ED25B005 13 USB - ALLOWED
02:14 AM REMOVABLE STORAGE - CONTROL CHANGED - PROTECTED

0214AM CD DVD - CONTROL CHANGED - PROTECTED

02:14 AM IR/ USB BLUETOOTH - CONTROL CHANGED - PROTECTED

02:14 AM ASFNT61-64-CL (W7/ 64) USB BLUETOOTH TRANSCEIVER - BLOCKED e

RSB EEBEER
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b) System Information Button: Requires in real time valuable information on any client.

A AS1-NT10-32-CW_info_report

USE lock RP Machine Report:

] Select the Client PC from the network list. 3/31/2016 2:04:43 PM
] Press on the button SYSTEM STATUS.
= You will be able to obtain the following

information:
v Processor and memory. :
Genuinelntel
\/ Operatlng SyStem \pr:;’e;f;]sg::r?ll\dl i3 CPU 540 @ 3.07GHz
v Installed software Y35 Family § Model 37 Stepping 5
v Windows updates and patches o
v Running processes ¥
v Authorizations

Windows 10 Pro

Product ID:
00330-B0000-00000-AA235
Registered Organization:
Advanced Systems International sac

INSTRLLED SOFTWARE.

7-Zip 9.20

Adobe Flash Player 21 NPAPI

Avast Free Antivirus

Pagquete de controladores de Windows - CIYMPUS IMAGING CORP.
Camera Communication Driver Package (09/09/2009 1.0.0.0)
Google Chrome

YouSendit Plug-in for Cutlook

MEC Electronics USBE 3.0 Host Controller Driver

IfanView [remove only]

Centro de Ratdn y Teclado de Microsoft

Moxzilla Firefox 46.0.1 (B6 en-US)

Micresoft Office Professional Plus 2007

SafeZone Stable 1.48.2066.98

USE Llock RP 9.88

c¢) Reboot Button:
d) Shutdown Button:
Allows to reboot or shutdown the selected client machine remotely from the control.
= Select the Client PC from PC Protection Status View.
=  Press on the button Reboot or Shutdown.
=  When you press the corresponding button a popup will appear asking for confirmation to
avoid accidentally executing the command.

Yes, I want to remotelly Restart that station Yes, I wank to remotelly Shutdown that station

Cancel

Cancel

=  When you execute either command a message will appear on the Clients screen advising him
he has 20 seconds to save his work before the action takes place

USE LOCK RP Message: RESTART @ USE Lock RP Message: SHUTDOWMN @

The Zerserrequieres to Restart the The et requier Shutd o the
Cormputer. ! :

“ou have 20 Seconds to sawve your work, “aou ha 1 our wiark,
Thank you .

e) Uninstall Button:
Remotely uninstall the selected client PC.
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22.  Security Alerts Screens:

The following Security alerts will visible at clients depending on the unauthorized device connected.

USE LOCK R

-lock-rp.com

SECURITY ALERT

=)

You have inserted an unauthorized USB Device

Please extract the device to continue. Thank you.

USB DEVICE

BEY
USB Lock Re E

www.usb-lock-rp.com

SECURITY ALERT

You have inserted an unauthorized

USE Lock RP E

p.com

SECURITY ALERT

You have inserted an unauthorized
e-SATA Drive

Please extract the device to continue. Thank you.

E SATA

B
USE Lock R@

www.usb-lock-rp.com

SECURITY ALERT

For Security Reasons, CD - DVD usage is RESTRICTED

Please remove the CD and close the tray. Thank you.

CD-DVD-Blue Ray

USE LoCcK /& E
-lock-rp.com

SECURITY ALERT

You have inserted an unauthorized Device

Gl

Please extract the device to continue. Thank you.

MTP Device

H—
USE LOCK R E

-lock-rp.com

SECURITY RLERT

‘You have inserted an unauthorized
Firewire IEEE 1394 Drive

Please extract the device to continue. Thank you.

Fire Wire

33
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Wireless Alerts:

SECURITY ALERT SECURITY ALERT SEGURITY ALERT

WiFi restricted

WUSE ocik /7« : UsSE Locic /7 : LUSE LoCik /e :

‘www.ush-lock-rp.com www.usb-leck-rp.com www_ush-lock-rp.com

23. Personalization:

a) Organization Logo Inclusion:
The inclusion of the End User Organization Logo is required. (We take care of that automatically when
we build your digitally signed installers)(at no extra charge)

b) Optional Message:
If your IT Security Department wishes to include a custom message, you can let us know during
ordering time so it is included when the order is attended. If your IT Security Department decides to
include a custom message after the order has been attended then let us know and it will be included
on your next update or license expansion. The custom message should be provided to us in image
BMP format. (Size considering orange area picture)

USE Lock R e

www.usb-lock-rp.com

SECURITY ALERT

" (opTIONAL)

You have inserted an unauthorized USB Device

—

Please extract the device to continue. Thank you.
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